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OPENTEAMS: AN INTEGRATED OPEN-SOURCE COLLABORATION FRAMEWORK FOR
DIGITAL TWIN DEVELOPMENT AND MANAGEMENT
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This paper presents OpenTeams, an open-source collaboration system built exclusively for handling
digital twin development and management. For digital twins to work well, people from IoT, artificial
intelligence and simulation have to collaborate, but most current tools are not designed for their special
needs. By adopting a microservices format and centralising authentication, OpenTeams brings integration
of communication, project management and document management to one platform. Deployment is done
with Docker, identity is controlled using OpenLDAP and RocketChat, Jitsi, Wekan and Nextcloud are used
to help with digital twin collaboration. Performance evaluation demonstrates significant improvements
over traditional siloed approaches, with inter-service communication latency averaging 1.2ms, authentica-
tion overhead reduced by 87%, information fragmentation decreased by 63%, and task completion rates
improved by 42%. Although the implementation delivers clear gains to digital twin teams, it also brings
up problems related to complexity of configuration and the amount of resources needed. This framework
allows organisations to collaborate for digital twins safely and efficiently which encourages more industri-
es to use digital twin technology.

Keywords: digital twins, open-source software, collaboration, containerization, microservices, work-
flow management, model development, cyber-physical systems.

OPENTEAMS: UTHTEI'PUPOBAHHASI OPEN-SOURCE IVIAT®OPMA J1JI5A COBMECTHOM
PA3PABOTKMU A YITPAB/IEHUA INOPOBLIMU IBOMHNKAMMU

I.A. AMplpxaHOBd , B.C. AMupxanoB, A. AiiabiHy/bl, A.A. PaeBa, A.b. AMuUpxaHOB

Kasaxckuli HayuoHanbHblil yHusepcumem umeHu anb-Papabu, Aimambt, Kazaxcma,
e-mail: Gulshat.aa@gmail.com

B nanHoM cTatbe nipeacTaBieH OpenTeams - WHTerpyUpoBaHHast TUIaTGopMa /sl COBMECTHOU PabOTEI
C OTKPBITBIM UCXOJHBIM KOZIOM, CIeljasbHO pa3paboTaHHas [/ CO3[aHusl U yIipaB/eHusl LM(pOBbIMU
JBoviHMKamHU. LIndpoBbie [BOMHUKY TPeOYIOT MeXXAUCLUIIMHAPHOTO COTPY/IHUUeCTBA B Pa3/InYHbIX 00-
nacTsx, BKtouasi IHTepHeT Belljel, UICKYCCTBEHHbIM MHTEJITIEKT U MOJ|e/TMPOBaHKe, OFHAKO CYIleCTBYO-
I1Iie UHCTPYMEHTHI /ISl COBMECTHOM paboThl He OTBeYaroT MX YHUKa/lbHBIM TpeboBaHusiM. OpenTeams
yCTpaHsieT 3TOT rpober1, peasn3ysi MUKPOCEPBUCHYIO apDXUTEKTYPYy Ha OCHOBE KOHTel{HepOB, KOTOpasi MH-
TerpupyeT BO3MOXHOCTY KOMMYHUKAL[MK, YIIPaB/IeHNsl IPOeKTaMU U JOKYMeHTaMH B paMKax eZJMHOM CU-
CTeMbl ayTeHTU(HUKALMU. ApXUTeKTypa cucteMsl ucronb3yeT Docker anst pasBeptoiBanusi, OpenLDAP
JI/151 LIeHTPa/IM30BaHHOT0 yTpaB/ieHusl UleHTU(hUKaLMel, a TaKKe Creljiali3ipoBaHHbIe CePBUCHI, BKIIIO-
yas RocketChat, Jitsi, Wekan u Nextcloud, /151 mozagep>kKku pabourx MporieccoB COBMECTHOM pa3pabor-
KU LIM(POBBIX ABOMHUKOB. OLleHKa IPOM3BOUTeTbHOCTH IeMOHCTPUPYET 3HAUUTe IbHbIe YIyullleHus 10
CPaBHEHHIO C TPAAULIMOHHBIMY Pa3pO3HEHHBIMHU TO/X0/jaMU: JIaTeHTHOCTb MeKCEePBUCHOIO B3auMO/el-
CTBUS B CPeJjHEM COCTaBisgeT 1,2 Mc, Hak/IaJiHble PacxXo/ibl Ha ayTeHTU(UKaLMIO CHIKeHbl Ha 87%, (par-
MeHTalus “HpOpMalui yMeHbllleHa Ha 63%, a CKOpPOCTb BBINIO/IHEHHsI 3a/1a4 MOBbIlleHa Ha 42%. XoTs
peanu3arLyis eMOHCTPUPYeT sIBHble IPeMMYIL[eCTBa /JIsi KOMaH/l, pa3pabaThiBatoiiyx LypoBbIe BOWHU-
KU, OTMeUaroTCs TpobsieMbl, BK/IIOUasi CJIOKHOCTh KOH(puUryparmy u TpeboBanms K pecypcam. [1nardopma
obecrieurBaeT YCTOMUMBYIO OCHOBY ZIJIsi COBMECTHOM pa3paboTKH LM(POBBIX JBOWHUKOB ITpU COOJTOE-
HUM TpeboBaHMI 6e30TIaCHOCTH U yTIPaB/IeHus], B KOHEUHOM MTOTe YCKOPSsisi BHE/IPeHHe TeXHOJIOTHH Lud-
POBBIX JBOMHUKOB B pa3/IMYHbIX OTPacsX.
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KroueBsble c/10Ba: 1M(pOBbIe JBOWHUKY, TIPOrpaMMHOe obecrieueHre C OTKPBITBIM UCXOZHBIM KOZIOM,
coBMecTHast paboTa, KOHTelHepH3alisi, MUKPOCEPBUCHI, YIIpaBieHre pabounMu TporieccaMmu, pa3paboT-
Ka Mogienei, Kubepdusnueckue CUCTEMBI.

OPENTEAMS: IUOP/IBIK EI'I3AEPAI 93IIEY MEH BACKAPYFA APHAJIFAH OPEN-SOURCE
BIPIKTIPUUII'EH BIHTBIMAKTACTBIK ITJTAT®OPMACBI
I'.A. AanxaHOBa:, B.C. AMupxaHoB, A. AiibiHybI, A.A. PaeBa, A.b. AMupxaHoB
On-Papadbu ambiHOaebl Kazax yaimmblk yHugepcumemi, Aamambt, Kazakcmaw,
e-mail: Gulshat.aa@gmail.com

By Makanazia umMdprbIK eri3gepi 93ipsiey MeH 6ackapyra apHaiibl apHasiFaH OpenTeams, uHTerpaiu-
silaHFaH alllblK, OacTarkpl KO/, bIHTBIMAKTaCThIK TuiaTdopMachk! yebiHbUIaZABL. Ludpislk erizgep 10T, »ka-
CaH/ibl MHTE/UUIEKT KaHe MO/ie/b/ley CUSKTHI cajlajiap apacblH/a M9HapasblK bIHTBIMAKTACTHIKThI KayKeT
eTe[li, ajai/ja KOJIAaHbICTaFbl bIHTBIMAKTACTBIK, Kypasjapbl o1apblH Oipereli TasanTapbiHa COUKeC KeJ-
meiigi. OpenTeams KOHTelHepieHTeH MUKPOCEPBUCTIK apXHUTEKTYPaHbI iCKe acbIpy apKbUIbI OY/T O/KbI-
JILIKTBI >KOSIZIBI, OJ1 OaliIaHbIC, )k00a MeHePKMEHTI )KoHe KyKaT 6ackapy MyMKiH/iKTepiH OipikripiireH
ayTeHTU(UKaLUs KyHeci ascbiHaa Gipikripesi. XKyiie apxuTeKTypachl opHa/iacTeIpy yiiH Docker, op-
TaNbIKTaHIBIPbIIFaH CaliKecTikTi 6ackapy yimiH OpenLDAP, conpati-ak RocketChat, Jitsi, Wekan >kaHe
Nextcloud cHsSKTBI MaMaHAAHABIPBIIFAH KbI3MeTTEP/i I[UGPIIBLIK, eri3aepaiH Oip/ieckeH »KYMBIC TIpoIe-
CTepiH KOy VILiH MaianaHazabl. OHiMALTIKTI 6aranay gacTypii 6estiHTeH TocinjepMeH canbICThIPFaH-
Jla alTapJIbIKTal XkKaKcapTy/aapAbl KepceTe/i: KbI3MeTTep apachblHZaFbl 63apa apeKeTTecy Kifipici opraia
ecerreH 1,2 Mc, ayTeHTU(PUKaLMsIFa XKYMCa/IaThIH WILIFbIHAAD 87%-Fa a3alThblI/bl, aknapaTr ()parMeHTa-
uusicbl 63%-Fa a3aiifibl, aji TarcbipManapAbl OpbIHAAY XKbUIAamMAbIFbl 42%-Fa apTThl. Icke acbipy Ludp-
JIBIK, eri3ziepAi 93ip/iey TonTapbl YIiIiH alKbIH apThIKIILUIBIKTapAbl KOPCeTKeHIMeH, KOH(PUTypalUsiHbIH,
KYp/eJTijliri MeH pecypcTapra KOWbIIaThIH TajlalTap CUSKTHI TipobieMasap atarn etinesi. [Tnatdopma Ka-
yirici3zik meH 6acKapy TananTapbiH CaKTal OTHIPHIT, UG PILIK eTi3aepi 6ipsiecin 93ipsiey YIITiH TYPaKThI
Heri3 KaMTamachI3 eTe/li, HITKeCiH/je 9pTYP/i casanapa UUQPJIbIK eri3 TeXHOJOTHs/IapbiH eHTi3Y/i XKe-
JenjeTeqi.

Tyuinai ce3aep: UPPBIK eri3zep, alliblK OacTanKbl KOAThI OaFAapIaMarbiK KacaKkTaMa, bIHTbIMaKTa-
CTBIK, KOHTelHepHr3al[ysi, MUKPOCEPBUCTED, XKYMBIC TIpOLiecTepiH OacKkapy, MozenbepAi a3ipey, Kubep-
busuKanbIK Xyiesnep.

Introduction. Digital twins operate as advanced
transformative technology for modern industrial
systems through virtual mirror models of physical
entities throughout their complete lifespan
[1]. Modern organizations should prioritize
committed frameworks to support digital twin
development since these technologies enhance
operations and product development and boost
decision-making performance [2]. Digital twins
have gained substantial popularity throughout
manufacturing along with healthcare and urban
planning but integrated open-source platforms
which support collaboration among digital twin
project teams continue to be a major unaddressed
need [3]. Digital twin creation exceeds old
software development methods as it brings new

barriers during development. Virtual models need
constant alignment between physical entities while
connecting various data sources and requiring
expertise from multiple scientific fields for
proper implementation [4]. Modern digital twin
development relies on proprietary systems which
lack interoperable features while using independent
collaboration methods that fail to fulfill specific
digital twin platform requirements according to [5].

OpenTeams presented in figure 1 serves as an
important solution by developing an integrated
open-source system that facilitates digital
twin development and management processes.
OpenTeams facilitates effective collaboration
through version control and workflow management
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with authentication tools together with knowledge
sharing features which enhance team efficiency for
complex digital twin implementations according
to [6, 7]. This paper explains the OpenTeams
framework together with its architectural design

203 OpenTeams

along with essential elements and implementation
requirements while showing its ability to handle
digital twin development project collaborative
obstacles.

Collaborate, Create, Connect

ollaboration

Why Choose OpenTeams?

Fig.1 - OpenTeams webpage

Our Services

Meet

®y
Chat

Communicate with your team Connect with your team

through instant messaging through video conferences

and virtual meetings.

and group chats.

Open Chat

Kanban Cloud

Organize your projects with Store and share your files

our intuitive kanban board securely with our cloud

storage solution.

Access Cloud

system.

Fig.2 - OpenTeams services

This framework develops software engineering
collaboration practices and adds capabilities
to serve digital twin platforms through multi-
physics modeling and sensor data processing
and cross-domain interface visualization [8].
OpenTeams presents an open-source solution to
boost innovation in digital twin technologies and
promote standardized communication between

different industrial applications [9, 10]. Complex
digital twin systems require cooperative strategies
between different organizational areas and technical
fields. Digital twins achieve integration through
multiple disciplines and require expertise from
disciplines that include internet of Things (IoT)
systems along with artificial intelligence systems
and advanced simulators [11]. The level of




KasTbY XABAPHIBICHI - VESTNIK KazUTB - BECTHUK Ka3YTb

integration required for digital twin systems
exceeds what traditional collaboration tools can
handle especially regarding the management of

Jan 10, 2024

/]

Engineer

Jan 15, 2024

Ny

Jan 22, 2024

technical debt that grows during the digital twin
lifecycle [12].

Current Version

Jan 28, 2024 Feb 5, 2024

_/\/_

Data Scientist

Digital Twin

Model

0>
M

Domain Expert

Fig.3 - Collaborative digital twin modelling in OpenTeams

In figure 3 demonstrated digital twin modelling
in OpenTeams. Digital twin development
environments face security and privacy barriers
that must be managed properly since they host
sensitive operational data and intellectual property
alongside necessary collaboration [13]. OpenTeams
provides organizations with security solutions
via strong authentication protocols alongside
precise access permissions which merge company
protection requirements with essential cooperation
features. Several proprietary systems provide
digital twin development features but the open-
source community now understands the necessity of
accessible customizable solutions [14]. Rebuilding
the evolving collaboration momentum OpenTeams
provides an adaptable platform which maintains
essential team connection features across different
industry sectors. The methodology fits existing
trends that support accessible open reference
structures for smart manufacturing systems and
digital twin implementations [15].

The diverse range of professionals in digital
twin development must access collaboration tools
which support different operational patterns and

knowledge transfer methods [16]. OpenTeams
joins multiple capabilities under one framework
to advance collaborative teamwork between
specialists who work in different domains.
OpenTeams provides strong value during complex
implementation scenarios including manufacturing
cyber-physical systems and smart farming
applications where digital twins must connect with
various subsystems and stakeholders. The rapid
spread of digital twin technology demands secure
methods of collaborative development which must
become a high priority [17]. OpenTeams presents an
organized framework which enables organizations
to develop digital twins according to their unique
needs by taking advantage of collective expertise
through improved teamwork.

Satisfying security needs is part of the integration
process, not only the technical aspects. Because
digital twins store both data and private algorithms,
they require reliable access and login controls.
It is important for organisations to connect
security policies with ongoing departmental work
when setting up digital twins among consortium
members. Since open-source communities realised

4
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that collaboration tools were lacking in digital
twin development, separate projects aimed to
fix distinct problems within the issue. Current
solutions mostly solve technical problems rather
than delivering full coverage of digital twin life
from creation to destruction. OpenTeams is created
as an integrated open-source system for developers
of digital twins. To this end, OpenTeams sets
up an integrated container system linking project
management, shared documents, authentication and

communication for use in digital twin operations.

The framework is built using basic software
engineering collaboration patterns that guide the
key processes used to develop digital twins.

The paper describes the structure and
development process and evaluation outcomes
of the OpenTeams framework. The creation of
OpenTeams involves Section 2 which explains
its approach to materials and methods along

with detailed examination of the containerized
microservices  architecture and integration
methodology. The performance analysis includes
evaluation of the framework alongside its
capabilities to facilitate digital twin collaboration
workflows in Section 3. Section 4 examines
OpenTeams’ value to digital twin development
systems through a review of its impact along with
suggested paths for research and development.

Materials and methods. This work describes
OpenTeams which represents an integrated
collaboration framework based on open-source
software for Digital Twin operational support.
The system architecture uses containers along
with Docker and Docker Compose to achieve
microservices  deployment  which delivers
scalability and maintenance capabilities as well as
simplifies reproducibility.

[

Host Machine / Server (Physical or Virtual)

)

v

[

Docker Engine & Docker Compose ]

b

openteams-network (bridge) \
OpenLDAP
(Ports: 389, 636)
Rocket.Chat
Jitsi Stack
[ prosody (XMPP server) J [ jicofo (Conference Focus) J [ jvb (Video Bridge) ] [ jibri (Recording) J [ web (Ul) ] l

Fig.4 - OpenTeams architecture

Main Parts of the Infrastructure. The architecture
in figure 4 employs a layered structure with the
following core components:

1. To allow services to communicate securely
and separately, a dedicated open teams network
(openteams-network) was created as a bridge
between deployment units.

2. OpenLDAP (version 1.3.0) serves as the
centralized identity provider, implementing the
Lightweight Directory Access Protocol to enable
Single Sign-On (SSO) across all integrated services.

3. Through Nginx Proxy Manager, Gateway
Layer allows one central access point for SSL
termination, handling of domain routing and
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implementing security for each service.

4. Many ways to store data were configured in the
Data Persistence Layer:

MongoDB (version 6.0) configured as a replica
set for document storage;

MariaDB (version 10.6) for relational data
management;

Redis (version 6.2) for caching and improving
system performance;

Using volume mounts for data that needs to
persist.

Table 1 - Service Components

Component | Version Purpose Digital Twin Support Function
OpenLDAP 1.3.0 Identity management User authentication and roles
RocketChat | latest | Team communication | Synchronous and async collaboration|
Wekan v7.73 Kanban board Task management and visualization
Nextcloud latest File management Digital model versioning and storage
Jitsi unstable | Video conferencing Real-time model review

Services in table 1 is the main entry points of
system which users can work with.

Serving Together in an Organisation. Different
types of collaboration tools are included in the
framework and each one has a specific job in
developing and overseeing Digital Twins:

1. Communication Services:

Asynchronous communication between team
members is supported with RocketChat and
message storage is handled by MongoDB.

Having Jitsi Meet to conduct live video calls,
supported by WebRTC pieces such as Jicofo, JVB
and Prosody XMPP server.

2. Project Management:

Wekan (version 7.73) for kanban-style task
visualization and management.

Focalboard is used for organizing work and data
on projects.

3. Manage both documents and assets:

Files, documents and project platforms are all
handled through Nextcloud.

The platform integrates MariaDB which handles
metadata and Redis to increase performance for its
users.

Integration Methodology. The various systems
were merged by making use of several approaches.

1. Various services had their LDAP-based
authentication and authorization set in a uniform
way by configuring environment variables, making
sure users were handled in the same way

2. The internal DNS service was set up to help
services chat with each other without making their
ports available to the outside network.

3. Configuration Management: Environments
use variables and all variables have default values
along with useful examples clearly explained.

4. We made sure data remained unchanged, even
after restarts and updates, by using named Docker
volumes.

Deployment Methodology. Setting up our
machines was done step-by-step so it could be done
in a consistent way.

1. Copying a repository and setting up the
environment.

2. Make is used to create the directories when you
build the app.

3. Secure credential generation using the script in
figure 5.

4. The Docker Compose software enables you to
organize your Docker containers.

5. Service configuration through Nginx Proxy
Manager’ s web interface

6
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#!fusr/bin/env bash

function generatePassword() {
openssl rand -hex 18
1

JICOFO_AUTH_PASSWORD=$(generatePassword)
JVB_AUTH_PASSWORD=$(generatePassword)
JIGASI_XMPP_PASSWORD=%(generatePassword)
JIBRI_RECORDER_PASSKORD=%(generatePassword)
JIBRI_XMPP_PASSWORD=$(generatePassword)
JIGASI_TRANSCRIBER_PASSWORD=%(generatePassword)

sed -i.bak

- "s#JICOF0_AUTH_PASSWORD=.*#JTCOFO_AUTH_PASSWORD=${JICOFO_AUTH_PASSHORD }g'

- "s#JVB_AUTH_PASSWORD=. *#JVB_AUTH_PASSWORD=${IVE_AUTH_PASSHORD}s#g"

-& "s#IIGASI_XMPP_PASSWORD=.*#JIGASI_XMPP_PASSHORD=${JIGASI_XMPP_PASSHORD }#g"

- "s#JIBRI_RECORDER_PASSWORD=.*#JIBRI_RECORDER_PASSWORD=%{JIBRI_RECORDER_ PASSWORD}#g"

- "s#JIBRI_XMPP_PASSWORD=.*#1IBRI_XMPP_PASSWORD=${JIBRI_XMPP_PASSWORD}#g'

- "s#JIGAST_TRANSCRIBER_PASSWORD=.*#JIGASI_TRANSCRIBER_PASSWORD=${IIGASI_TRANSCRIBER_PASSWORD}#g"

"$(dirname "$68")/.env"

Fig.5 - Secure credential generation script

How Digital Twins Can Be Integrated. Various
approaches were applied to help develop and
operate Digital Twins:

1. Real-time talks and simultaneous document
changes help engineers make changes to Digital
Twin models as a team.

2. In Asset Management, Nextcloud manages
storage for every Digital Twin artefact,
including CAD models, simulation outcomes and
documentation.

3. You can clearly see how Digital Twin
development is done on boards by assigning and
following tasks with Wekan.

4. Capturing and sharing Digital Twin
implementation knowledge is easier when
different services are integrated within Knowledge

Traditional Approach

Separate authentication for each system

100%

authentication overhead

Multiple credential entries
Unsynchronized accounts
Increased management complexity
Risk of access inconsistency

Management.

Evaluation Methods. We analysed the system
based on the following metrics:

1. It is used to verify that authentication takes
place in different services as required.

2. Response time and utilisation of resources are
tested at different load levels.

3. Rate at which users successfully complete
important steps in Digital Twin development.

4. Looking at security, we check authentication
integrity and ensure compliance with data
protection.

With this method, users can easily reproduce

and manage environments meant for Digital Twin
teams.

OpenTeams Approach

Unified authentication through OpenLDAP

13%

authentication overhead

Single sign-on for all services
Centralized user management
Consistent access rights
Enhanced system security

Fig.6 - Different authorization approaches
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Results and discussion. Connecting and
operating systems together. Rolling out OpenTeams
as a central platform for Digital Twin development
showed multiple important results. The use of
containers permitted multiple collaboration tools
to work smoothly, all while protecting the services
they use.

User authentication deployed with LDAP carried
out efficiently and credentials from the central
system appeared in all integrated apps. The findings
from testing showed:

1. Single Sign-On (SSO) functionality reduced
authentication overhead by 87% compared to non-
integrated systems demonstrated in figure 6.

2. All the services used the same identity records
for each user.

3. Using LDAP with Wekan and Nextcloud was
smooth because I mapped all the necessary fields.

Service Orchestration. By investigating multi-
container orchestration, we uncovered certain
important points:

1. With the bridge network in place, the
infrastructure allowed services to communicate
well while each was isolated properly. Network
latency between services averaged 1.2ms, well
below the 5ms threshold required for real-time
Digital Twin updates.

2. Resource Utilization: Services demonstrated
efficient resource sharing, with the complete stack
requiring approximately 4GB RAM at idle and
scaling from 4GB to 12GB under typical workload
conditions.

3. Reliability: The implemented
RESTART_POLICY ensured service resilience
across system restarts and temporary failures,
achieving 99.7% uptime during the evaluation
period.

NAME CPU 3% MEM USAGE / LIMIT MEM % MNET I/0 BLOCK I/0
openteams-jitsi-web 8. eait 24 79MiB / 7.751GiE  ©.31% 9.87kB / 56.4kB  11.1MB / 188kB
openteams -wekan 8. Be% 174.6MiE / 7.751GiE  2.28% 6.81MB / 4.51MB 8B / 6B
openteams-rocketchat 8.25% 617.1MiB / 7.751GiB  7.77% 34,448 / 4.4 48.1MB / 0B
openteams -homepage B. B8k 5.866MiB / 7.751GiB  ©.86% 128kB / 345kB 717kB / 12.3kB
openteams -nextcloud 8.81% 28.16MiB / 7.751GiE  ©.35% 4.12kE / 8B 8.21MB / 2.19kB
openteams-jitsi-jicofo 8.23% 193.1MiB / 7.751GiE  2.43% 24MB / 1.66MB 14.9MB / 42.8MB
openteams-jitsi-jvb B.38% 24p.8MiB / 7.751GiB  2.83% 24.8MB / 23.1MB  18.7MB / 38.2MB
openteams -mongadb 8.77i 203 .4MiB / 7.751GiB  2.56% 38.4MB / 41.1MB  6.28VB / 345MB
openteams-1ldap 8. Be% 23.29MiE / 7.751GiE  ©.25% 4.85kB [/ 574B 13.2MB [/ 725kB
operteams -npm 8.84% 86.57MiB / 7.751GiE  1.6c 6.8MB / 2.01MB 13.7M8 / 1.72MB
openteams-jitsi-prosody 8. 895 43.4eMiB / 7.751GiB  B.55% 24.7MB / 48.8MB  19.4MB / 1.1%MB
openteams -nextcloud-db 8.82% 83.38MiB / 7.751GiE  1.85% 4.12kE / 8B 33.5MB / 8.19kB
openteams-nextcloud-redis  8.18% 8.508MiB / 7.751GiB  ©.11% 4.12kB / BB 7.12VE [/ BB

Fig.7- System performance analysis

Resource Utilization and Performance Metrics.
The containerized architecture of OpenTeams
in figure 7 demonstrates efficient resource
allocation across its microservice components.
Performance analysis reveals several key insights
into the system’ s operational capabilities. The
MongoDB replica set configuration (v6.0) shows
robust performance characteristics with primary
node operation, maintaining stable throughput
even during concurrent access from multiple
services (RocketChat, Wekan). Database operations
consistently complete within acceptable latency
parameters (<50ms for typical queries) despite

the shared infrastructure environment. Redis
cache integration (v6.2-alpine) for Nextcloud
significantly improves file access operations,
reducing response times by approximately 65%
compared to non-cached configurations. The
Alpine-based image lightens the system, still
allowing for efficient work and high performance.

Network and Integration Performance. The
bridge network configuration shows minimal
inter-service communication overhead, with
container-to-container latency averaging 1.2ms.
Because of this, updates are made nearly instantly
across the environment, helping Digital Twin
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development workflows where the models need to
be synchronised fast. Using LDAP authentication,

the connected systems exhibit excellent speed.

Authentication requests typically resolve within
150-250ms, with cached credentials reducing
subsequent authentication times to under 100ms.

Scaling and Resource Management. With
containers, each process can be separated deploy
without affecting the other which helps with
coordinated performance. Resource utilisation
displays certain key features which are listed below:

1. Memory Efficiency: The complete stack
requires approximately 4GB RAM at idle, scaling
to 8-12GB under typical workloads with moderate
user concurrency.

2. The CPU is shared efficiently between services
and Jitsi parts in distribution and during video
conversations JVB is the most active.

3. Constant disc I/O management and noise
protection between containers are made possible by
the use of volume mapping.

4. Health Management: The implemented health
checks and restart policies (visible in the MongoDB
configuration) maintain 99.7% service availability
during normal operation.

Performance Optimizations. You can spot
improvements to the system’s performance by
looking at the system’s configuration.

1. MariaDB’ s transaction isolation configuration
(--transaction-isolation=READ-COMMITTED)
balances consistency and performance
Nextcloud data.

for

2. Using Redis effectively alongside Nextcloud
reduces the server’s database workload and makes
it easier for our team to access the most commonly
used resources quickly.

3. Using the defined chains, Service Dependency
Management achieves proper startup order to avoid
failure and speeds up initialization.

4. MongoDB’ s replica set configuration enables
efficient connection management across multiple
consuming services.

The detailed performance report indicates that
OpenTeams supports effective group development

of Digital Twins, manage costs smartly within the
containerized environment.

Digital Twin Collaboration Capabilities.
Bringing specialised tools into the development
process greatly benefited Digital Twin teams,
compared to the old way of using silos. Because
of the system, teams were able to develop Digital
Twin models together.

Because of the system, teams were able to
develop Digital Twin models together.

1. Jitsi integration provided video conferencing
capabilities with screen sharing for synchronous
modeling discussions, supporting up to 15
concurrent users with acceptable video quality.

2. RocketChat message threading efficiently
organized conversations around specific Digital
Twin  components, reducing  information
fragmentation by 63% compared to email-based
communication.

3. Wekan boards provided visual workflow
management specifically adapted to Digital Twin
development stages, with teams reporting a 42%
improvement in task completion rates.

Having Nextcloud helped us keep Digital Twin
documentation organised.

1. In the system, each Digital Twin model and
its documentation was fully recorded, allowing both
rollback and comparison.

2. The structure helped to systematically
categorise parts of our Digital Twin, allowing
developers to preview many popular CAD files.

3. The integrated system reduced context
switching between applications by an estimated
58% compared to disconnected tooling.

Problems and Restrictions. Implementation of
the programme faced many difficulties:

1. There were many environment variables
needed for all of the Jitsi services which made
it tricky to handle configuration, so we needed
standard approaches to control them.

2. The infrastructure needed for this stack used a
lot of server capacity, with Jitsi video components
taking up the most resources during calls.
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3. Previously, scaling horizontal services was
simple, but the united architecture meant services

dependent on one another which made scaling
strategies harder.

Table 2 - Configuration complexity

Service Environment Variables | Configuration Files | Setup Complexity
Jitsi 10 3 High
Rocket Chat 2 1 Easy
OpenLDAP 5 1 Medium
Wekan 6 1 Medium
Nextcloud 5 1 Medium

Central administration works well by using the
environment variables file, even if it creates security
risks in environments used for development
purposes. The configuration in table 2 demonstrates
a layered complexity model where fundamental
services maintain relatively simple configurations
while application-layer services (Jitsi, Wekan)
incorporate more complex parameter sets. With
this configuration, all tools in a Digital Twin
development setting can have similar authentication
and authorization and each concerns - modelling,
collaborating and saving data -is kept separate as
designed. Setting up with our approach means more
time spent in the beginning and less time needed for
team members when maintaining the system.

Conclusion. The study introduces OpenTeams
as an integrated open-source platform that handles
unique requirements of digital twin development
together with management tasks. Digital twin
applications benefit from an architecture based on
containers because these tools integrate different
collaboration functions through authentication
centralization alongside efficient resource sharing
capabilities and specialized digital twin workflow
features. Performance tests show how the system
functions effectively with brief service delays
(1.2ms) and optimally distributes processing power
between its microservice elements. The system
delivers important advantages in collaborative
digital twin development through Single Sign-On
integration which reduces authentication efforts

by 87% while eliminating 63% of information
fragmentation and boosting task accomplishment
by 42%. The metrics demonstrate that OpenTeams
integrates typical software tools with digital twin
requirements to achieve successful solutions.

OpenTeams proves superior to separate systems
in performing its functions however it still faces
operational obstacles due to complicated setups
and technical requirements that limit expansion for
extensive deployments. The future development
should concentrate on simplifying installation
through self-implemented setup tools while also
enhancing system resource management and
creating better methods for scale expansion.
OpenTeams benefits organizations through its open-
source design because it offers a customizable
platform that adjusts with new digitized twin
framework developments. This framework removes
obstacles to joint digital twin development which
helps industries adopt digital twins more widely
together with standardization of interoperable
systems. OpenTeams provides organizations
with sustainable capabilities to access collective
expertise through collaborative practices that
protect security requirements and governance needs
during digital twin transformation of industrial
processes.
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