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METHODOLOGY FOR IMPROVING THE CYBER THREAT PROTECTION
SYSTEM
N.K.Yurkov
Penza State University, Penza, Russia,
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The article presents the results of a study of the enterprise information security system and the development
of proposals for its implementation. The article considers security as a system that includes tools and processes
used by organizations to protect information. This includes policy settings that prevent unauthorized persons
from accessing business or personal information. Information security is positioned as a growing and developing
industry, covering a wide range from network and infrastructure protection to testing and auditing.

The article analyzed IT products designed to ensure information security that are used in small and medium-
sized businesses, explored problem areas and current applications that entrepreneurs use.

One of the most pressing problems in the IT industry today, in the era of big data, is the rapid growth of
the volume of unstructured content. Virtually every corporate data center (Docs) has file servers, corporate
portals, Microsoft Exchange folders, network and cloud storage locations that contain many documents, including
the content of important information. In addition, the repeated increase in volume and the growing variety of
information stored and processed significantly complicates the task of managing this data.

Keywords: information security, tools, processes, systems and networks, cyber attacks, phishing, artificial
intelligence, machine learning.

METOJ0JIOI'UA NOBBIINIEHUA CUCTEMBI 3AIIINTHI OT KUBEPYT'PO3
H.K.IOpkosB
INen3eHckuit rocynapcTBeHHbIN YHUBepcuTeT, [len3a, Poccus,

e-mail: Yurkov_nk@mail.ru

B crarbe mpejcTaBieHsl pe3ysbTaThl UCCIIEIOBAHUS CUCTEMbl MH(POPMAIIMOHHON 0€30MacHOCTH MPEANPHUITUS
U pa3paboTaHbl IIPEAJIOKEHUs 10 ee BHeIpeHUo. B cratbe 6e30MacHOCTh paccMaTpUBaeTcsl Kak CUCTeMa, BKIIIO-
Yalomas MHCTPYMEHTHI U TIPOIIECChl, UCIOJb3yeMble OpraHu3alusaMy st 3ammuTel nHpopManmn. Cioga BXOIAT
HACTpOIKa MOJMMTUKY TPEIOTBPALICHHS J0CTYNA TIOCTOPOHHUX JIMIL K JIEJIOBOM WM JIMYHOW MH(popMmarmu. VH-
(popmarioHHast 6€30MaCHOCTb TO3ULMOHUPYETCS KaK PacTyIlasi ¥ pa3BUBAIOIIAsICS OTPACIb, OXBATHIBAIOILAS I1IH-
POKUI CHEKTp OT 3alIUTHI ceTeld M MH(PPACTPYKTYPHI A0 TECTUPOBAHUS U ayAUTA.

B crarpe nmpoananusuposanbl M T-npomykThl, peqHa3HaueHHbIE A1 oOecriedeHrst MH(OPMALMOHHOM Ge30mac-
HOCTH, KOTOpBIE UCTIONB3YIOTCS B MaJIOM M CpeHEM OW3Hece, pacCMOTPEHBI MTPOOJIEMHbIE 00JIaCTH M aKTyaJIbHble
NPUWIOXKEHHUs1, KOTOPBIMHU TOJIBb3YIOTCS MPEAIPUHIMATENH.

OpHOM M3 caMBIX aKTyalbHBIX poOsieM IT-uHAyCTpuM ceromHs, B 30Xy OONBIINX JaHHBIX, SBISETCS CTPEMH-
TEJIBHBIA POCT 00bEMa HECTPYKTYPHUPOBAHHOTO KOHTEHTA. [IpakTHYecKu B KaXA0M KOPIIOPATUBHOM LIEHTpe 00pa-
60tku nanubix (Docs) ectb (haityioBble cepBepbl, KOpHopaTiBHbIe nopTaibl, nanku Microsoft Exchange, ceteBbie
1 oOavyHble XPaHWININA, COAEPKAIe MHOKECTBO JOKYMEHTOB, B TOM YHMCIIe BaXHYyI0 nH(popMarmio. Kpome To-
r0, MHOTOKPaTHOE YBeINYeHne oObeMa M pacTyliee pasHooOpasue XpaHUMOl 1 oOpabarbiBaeMoi MH(OpMaLH
3HAYUTENIBHO YCIOKHSET 3a/1a4uy yIpaBJIeHUs STUMHU JaHHBIMU.

KiwoueBble c1oBa: I/IHCl)OpMaHI/IOHHaH 6630HaCHOCTI>, HUHCTPYMEHTBI, IPOUECChI, CUCTEMBI U CETH, KI/IéepaTaKI/I,
(1)I/IH.II/IHI‘, I/ICKyCCTBCHHHﬁ HUHTEJUICKT, MAllIMHHOEC O6y‘I€HI/I€.
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Makana/ia KoCilopbIHHBIH AKNAPATTHIK, KAYITICI3/IiK KYyHEeCiH 3epTTey HOTKeIIepi KoHe OHbI XKY3ere achipy 00ii-
BIHIIIA YCBIHBICTAp 33ipJiey YChIHBUFaH. Makanaga Kayilci3aiK aknapaTTsl KOpFay YIIiH yibIMAap NaiialaHaTeiH
KypaJiap MeH MpoIecTep/li KAMTUTBIH XYiie peTiHae KapacTelpbliaasl. ByFaH Oerie agamaapasiH iCKepiiik Heme-
ce JKeKe aKIapaTka KoJl JKeTKi3yiHe oy OepMelTiH casicar napameTrpiepi Kipesi. AKNaparThiK, Kayinci3iik KemiHi
’koHe MH(PaKYpPbUIBIMIbI KOpFayJaH OacTarl TecTijiey MeH ayauTKe NEeHiHri KeH ayKbIMIbl KAMTHTHIH cill Kelle
’KaTKaH XKoHE JaMblIIT KeJle JKaTKaH cajia PeTiHae OpHalacKaH.

Makana/a marbH %oHe OpTa OM3HeCTe KOJIaHbUIAThIH aKIapaTThIK, KayiNCi3iKTi KAaMTaMachl3 eTyre apHaJIFaH
AT eHiMzepiHe Tangay acasbl, IpoOIEeMalbIK aiiMaKTap MeH KoCINKepiep KOJIaHaThIH aFbIMAAFbl KOCHIMINIAIap
3epTTeNIi.

Byrinri tagna IT uHIYCTpUSACHHAAFH €H ©3€KTi MacelleNIepiH Oipi, YIIKeH JepeKTep AoyipiHe Ky PhUIbIMIIaH-
GaraH Ma3MyH KeJIeMiHiH KapKbIH/IbI ©cyi Ooubin Talbutaasl. Ic xky3iHae opOip KOPIOPATUBTIK AepeKTep OpTa-
aeirbiHAa (Docs) KenTereH KykaTTapibl, COHBIH IIIIHIE MaHbI3bl AKNAPaTThIH MAa3MYHBIH KAMTHUTBIH (hailJIbIK
cepBepliep, KOPIOPaTUBTIK mopranaap, Microsoft Exchange kanranapsl, KeliTiK jkoHe OYJITTBIK CaKTay OpbIH/A-
pbl 6ap. CoHbIMEH Kartap, KeJIeMHiH OipHellle peT YJIFAlobl KoHE CaKTaJaThiH jKoHE ©HJENeTiH aKIapaTThiH ecil
KeJie JKaTKaH dpTYPIIUIiri OyJI iepekTepai 6ackapy MiHAETiH e0yip KUbIHAATA/IBL.

TyfiH ce3/ep: aknmaparThiK Kayilci3aik, Kypajijaap, Mporectep, Kyienep MeH keniiep, kubepiadysuiaap,

(l)I/IIJ_II/IHl", KacaHObl UHTEJUJICKT, MallIMHAJIBIK OKBITY.

Introduction. For the development of the concept
of ensuring information security (IC), Information
is understood as data that is available for collection,
storage, processing (editing, converting), use and
transmission in various ways, including in computer
networks and other information systems. Such
information has a high value and can become the object
of encroachment by third parties.the desire to protect
information from threats is the basis for the creation of
information security systems.

Information Security differs from cybersecurity in
its scope and purpose. The two terms are often used
interchangeably, although it can be said more precisely
that cybersecurity is a subcategory of Information
Security. Information security is a broad field that
covers many areas, such as physical security, endpoint
security, data encryption, and network security. It is
also closely related to Information Security, which
protects information from threats such as natural
disasters and server failures.

Cybersecurity is primarily focused on combating
threats related to technology, as well as methods
and tools that allow you to avoid or minimize
their consequences. Another adjacent category is data
security, which aims to protect the organization's
information from accidentally or in a harmful way
falling into the hands of unauthorized persons.

Creating an effective security policy and taking
measures to implement it is an important step towards
preventing and reducing security threats. For a policy
to be truly effective, it needs to be updated frequently,
taking into account changes in the company, new
threats, conclusions made on the basis of previous
violations, as well as changes in systems and protective
equipment. Information security doctrines.

It is also closely related to Information Security,
which protects information from threats such as natural
disasters and server failures.

Cybersecurity is primarily focused on combating
threats related to technology, as well as methods
and tools that allow you to avoid or minimize
their consequences. Another adjacent category is data
security, which aims to protect the organization's
information from accidentally or in a harmful way
falling into the hands of unauthorized persons.

Make your information security strategy practical
and reasonable. To meet the needs and urgency of
the various units of the organization, it is necessary to
introduce an exclusion system with an approval process
that allows units or individuals to retreat from the rules
in specific situations. There are hundreds of categories
of information security threats and millions of known
threat vectors. Below we will consider some of the main
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threats that are a priority for the security groups of
modern enterprises.

Methods and materials. Before developing an
information security strategy, it is necessary to
adopt the basic definition of the concept, which
allows you to apply certain methods and methods of
protection. Industry practitioners propose to understand
as information security the stable state of protection of
Information, its carriers and infrastructure, ensuring the
integrity and stability of information-related processes
to the intentional or unintentional impact of a natural
and artificial nature. Effects are classified as white
threats that can harm subjects of information relations.

The basic principles of information security are
confidentiality, integrity and accessibility. Each
element of the information security program should
be designed to implement one or more of these
principles. Together they are called Triads. Privacy
measures are designed to prevent unauthorized
disclosure of information. The purpose of the principle
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of confidentiality is to keep personal information
confidential and ensure that it is visible and accessible
only to those who own or need it to perform their
organizational functions [1].

In the theory of information security, the subjects
of information are understood as owners and users of
information, and users are not only on an ongoing basis
(employees), but also users who apply to databases
in individual cases, for example, government agencies
requesting information. In some cases, for example,
in the standards of Bank JSC, shareholders — legal
entities that own certain data belong to the owners of
information.

From the point of view of the basics of JSC, the
support infrastructure includes computers, networks,
telecommunications equipment, premises, life support
systems, personnel. When analyzing security, it is
necessary to study all elements of systems, paying
special attention to personnel as carriers of most
internal threats (fig.1).
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Figure 1 — Statistics of incidents related to Information Security

For information security management and damage
assessment, a suitability characteristic is used, so that
damage is defined as acceptable or unacceptable. It is
useful for each company to establish its own criteria
for the admissibility of damage in monetary terms
or, for example, in the form of reputational damage.
Government agencies may adopt other characteristics,
such as influencing the management process or
indicating the degree of harm to the life and health of
citizens. The criteria for the importance, significance
and value of information may change during the life
cycle of the information array, so they must be revised
in a timely manne [2].

Aninformation threat in a narrow sense is recognized
as an objective opportunity to influence an object
of protection, which can lead to leakage, theft,
disclosure or dissemination of information. In a broad

sense, AK — threats include directed effects of an
informational nature, the purpose of which is to harm
the state, organization, individual. Such threats include,
for example, slander, deliberate misleading, incorrect
advertising.

Today, one of the biggest threats to business is the
leakage of confidential information. As a rule, the
source of such threats is unscrupulous employees of
insider companies [3]. Uncontrolled use of the internet
(social networks, instant messengers, personal mail) can
lead to leakage of confidential information, which, in
turn, causes significant damage to business. In addition,
the headache of any leader is employee fraud. Various
rollbacks and gray schemes not only cause one-time
economic damage, but also have a serious impact on
the reputation of the organization for a long time, which
leads to even more financial losses (fig.2).

129



KasTBY XABAPHIBICHI - VESTNIK KazUTB - BECTHHK KazVTb

35,277 total information security incidents

Multiple attack vectors
An attack that uses two of more of the
Mg types i combinaben

Web
An attack executed from a website
‘ot web-based application

Loss or theft of equipment
The foss or theft of a computing device or media
used by the ocganization

An antack execuled via an email
Mes5ag¢ of attachmant

<1% Attrition
An attack that employs brute force
methads to compromise, degrade. o
destroy sysiems. netwarks. or services.

Externaliremovable media
An aitack executed from removable media
or a paripheral devics

Physical cause
An attack or aceident infiated in the
physical realm

Other
An atiack method does not it into any
oiher type or is unkfentified

Improper usage
Any incigent resulting from violation of an
0gaNIZALON'S Acceptable LSage polics by

pan of ansther thieat veetor eategery

‘Sousce: GAO analysis of Untcd Stales rgercy Te o

Tscal yoar 2017, | GAC-18.622

Figure 2 - Jackson Diagram

If a manager does not know how his employees
work, then his business cannot be profitable, productive
and protected. In such a situation, accounting for
working hours and control over employees is not just
a necessary, but a vital measure. Many employers are
interested in monitoring the behavior of the employee
in the workplace. Therefore, today more and more
companies are paying attention to employee efficiency
monitoring systems that help solve complex problems
in preventing information leaks, investigating incidents,
as well as monitoring business processes and how

DATA LEAKAGE

Enteryour sub headline here

employees use their working time [4].

The typical architecture of such systems assumes the
presence of a server, database, agent and administrator
console. At the same time, the following can be
distinguished: systems in a bold client, the server
and agents must necessarily be in the local network,
solutions that allow you to work with agents in other
networks, a cloud — based solution-the database is
in the vendor, and agents are not connected to the
local network, management and viewing is carried out
through the web console. Data breach (fig.3).
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Figure 3 - Data breach

130



In addition to tasks related to monitoring user
efficiency, monitoring systems solve a number of
problems related to monitoring data channels and
preventing leaks of confidential information - systems
can successfully perform the main, most demanded part
of DLP functions and monitor leaks of confidential

information related to monitoring all data channels
and working with external devices [5]. In the system
Event Tracking part, you can monitor the use of
the software registry, hardware, ports, programs and
websites (fig.4).
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Figure 4 - Information management pie chart

Often, business owners, department heads and it and
IT specialists find it difficult to answer questions: what
information is stored on which servers, who is the
owner of this data, who uses them and how. Inefficient
information management leads to an increase in
risks for business: the storage of personal data and
other confidential information on publicly available
information resources, the appearance of suspicious
encrypted user archives, violation of the policy of
accessing important information, etc.

Results and Discussion. In the data-Centric
Audit and Protection 2021 Market Guide report, the
research company Gartner analyzed the global data-
centric Audit and Protection market and listed its
representatives by dividing them into several segments:
Database

Management Solutions (DataBase), file Storage
solutions (File Storage), solutions for working with Big

Data, Control solutions for SaaS and IaaS (fig.5).

According to the Data Management Market
Global Forecast Report for 2021 by Components
(solutions and services), applications (event Regulation
Management, Risk Management, Sales and marketing
optimization), deployment, vertical, business functions
and regions published by Marketsandmarkets, the
data management market is projected to grow at gon-
nmapaad 863.2 million (2016).) up to 2234.7 million
dollars for 2021. At the same time, the average annual
growth rate (CARG) for the forecast period is 21%.
The report noted that the main factors driving the
data management market are the need for regulators
to comply with security requirements, as well as
improving and maintaining strategic risk management.
According to the forecast for 2016-2020, the main
share of the data management market is expected to
belong to North American countries.
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Figure 5 - Gartner dcap market vendor allocation chart

The Russian data Access Governance market is still
in the development stage. It is mainly represented
by solutions from Western sellers. Russian solutions
can only include the Nautilus product from cross
Technologies, which is an OEM solution for the
datadvantage module manufactured by Varonis
Systems with a completely Russian-language interface.
At the moment, an application is being considered for
the inclusion of this solution in the Russian software
registry. It is also worth noting that some solutions of
the IDM class have the functionality of dag solutions,
in part, in the part of managing access to data stored

in Microsoft SharePoint shared folders and portals[6].
These are systems such as lidm (more details with the
product can be found here) and cube (more details with
the product can be found here)

Before talking about the market for DLP systems,
you need to decide what it means when it comes to
such solutions. DLP systems are usually understood
as software products that protect organizations from
leaks of confidential information. The abbreviation
DLP itself stands for data Leak Prevention, that is, it
prevents data leakage (fig.6).
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Figure 6 - DLP system
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Regularly scan the organization's IP addresses from
the internet to make sure that the servers and services
that should be available to the global network only
on the company's local network are not “visible”. If
an unnecessary service unexpectedly “shines” on the
Internet, act quickly to block access to it from the
outside. If the service is really available from the

avanset

internet, regularly apply security updates to it and
protect it with MFA [7]. These measures are especially
important for hackers ' favorite objects such as web
management console, RDP, Telnet/SSH, SMB, SNMP,
FTP. Assume that any service visible from the internet
scans every day for vulnerabilities, simple passwords
and other problems (fig.7).

Security+ Exam - Custom Exam - VCE Player

Mark
A security analyst is reviewing the following output from an IPS:

[**]
[Classification: Attempted Administrator Privilege Gain]
07/30-19:45:02.238185 250.19.18.71 -> 250.19.18.22

IGMP TTL:255 TOS: 0x0 ID: 9742 IpLen:20 DgmLen: 502 MF
Frag offset: 0x1FFF Frag Size: 0x01E2

Question [ 6 | of 544 (Exam A, Q22)

Instructions

[1:2467:7] EXPLOIT IGMP IGAP message overflow attempt [**]

[Priority: 1]

[¥ref => http://cve.mitre.org/cgi-bin/cvename.cgi?name=2004-0367]

Given this output, which of the follawing can be concluded? (Select two )
[ A The source IP of the attack is coming fram 250.19.18 22

[ B. The source IP of the attack is coming fram 250.19.18 71

[ C. The attacker sent a malformed IGAP packet, triggering the alert.
[ D. The attacker sent a malformed TCP packet, triggering the alert.

[ E The TTL value is outside of the expected range, triggering the alert-

Previous [

Figure 7 - Analytics

Double-check all the information that” technical
support”,” security service ” and other departments of
banks, official authorities or representatives of your
work have notified you by phone. Read the app reviews
before downloading them. Check out our posts on the
five signs of online fraud and tips on how to recognize

it. Install a reliable protection solution.

Conclusion. In the process of writing the article,
the tasks of analyzing the effectiveness of the
enterprise security system and increasing it were
solved. The essence of international security and
socio-political phenomena such as “cyberterrorism”
and “cybersecurity” were considered. The tasks of
cyberterrorism in the modern period were studied.
The most important areas of cybersecurity policy
have been resolved. An overview of the state of the
artificial intelligence segment in Information Security

allows us to draw the following conclusions: artificial
intelligence makes a significant contribution to the fight
against modern information threats. In particular, in
most cases, the introduction of artificial intelligence
technologies into the organization's Information
Security reduces the time for identifying problems and
responding to events, as well as personnel management
costs. Users note an increase in the efficiency of
detecting unknown threats, as well as the speed of
analyzing and detecting malicious activity in endpoints
and applications. Cumulative investments in companies
that develop information security products using
artificial intelligence technologies will amount to
nomnapasl 3,749 million at the end of 2022. At the
same time, the global market for information security
products using Al technologies will reach 3 30 billion
in 2025 with an annual growth of 23%.
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