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ANALYSIS OF REAL-WORLD AND SIMULATION MODELS AND ALGORITHMS FOR
DETECTING ATTACKS IN WIRELESS SENSOR NETWORKS
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Presented are real-world and simulation models, methods, and tools for simulating attacks on Wireless
Sensor Networks (WSNs) intended for use in network vulnerability research. A comparative analysis was
conducted to identify their advantages and disadvantages. The research demonstrated that integrating real-
world and simulation approaches contributes to increased accuracy and reliability in attack detection.
Recommendations are proposed for developing flexible and scalable simulation models, improving the
efficiency of attack detection algorithms, and regularly updating models in accordance with changing WSN
operating conditions and emerging threats.

Keywords: WSN, Real-world models, Simulation models, WSN attack detection, Attack detection
algorithms, Comparative analysis of detection tools, Integration of detection methods, Network security.
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MoJIeJb/Iepi MEH AJITOPUTMIEPIH TalJay YCHIHBUFAH. O3ipJeHIeH TaOUFH KoHE UMHTAIIUSUIBIK, MOJIENIBIED,
adybUIIAPAB MOJETIBACY SiCTePi MEH KYpaJIaphl )KoHE IKCIIEPUMEHTTIK 3epTTeyJIep/IiH HOTHKeepi Ch-
nartayrad. CaJbICTRIpMalTbl TaJiAay MaOybUIAApIbl aHBIKTAYIA €H JKOFaphl JOJIIK TeH CEHIMIUTIKKE KO
JKETKI3y YIIIiH TaOUFU )KoHE UMHTAIUSUIBIK, SAicTep/i OipiKTipy KQXKETTUIIrH KepceTe OThIPhIM, 9pOip TICLII-
JiH apTHIKIIBUTBIKTAPBI MEH KEMIIUTIKTepiH aHbIKTai1bl. Makanaia ukem i ’oHe MaciTadbTanaTbiH MOJIEb-
7ey MOJIENIbJIEPIH JaMBITY, MAOybUIIAPAB aHBIKTAY AJITOPUTMIIEPIH KaKCApTy kKOHE ©3repeTiH Karaaiaap
MeH KayinTepre CoMKec MOJENbIepIli YHEMI XaHApTy OOWBIHINA YCHIHBICTAp OepiireH. 3epTTey HOTHKe-
Jiepi Kayinci3ik JeHrediH xKaKcapTy YIIiH TaOUFy skoHe UMMTAIMSUIBIK, TOCUIAEPi OipiKTipin KOJIIaHy/IbIH

Ma-HbI3AblJIbIF BIH KGpCCTe)_Ii CbIMCBI3 CEHCOPJIBIK )KCJ'IiJ'ICp.

Tyiiin ce3aep: CbIMCBI3 CEHCOPIIBIK JKeJIiiep, TAOUFU MOJEbIEP, MOZIENIbIEY MOJIEbAEPI, Iadybligap-
bl QaHBIKTAY, AaHBIKTAY aJITOPUTMIEPI, CATIBICTBIPMAJIbl TaJaay, 9icTepi OipiKTipy, kel Kayirci3airi

Introduction. Wireless Sensor Networks
(WSNs) are widely and comprehensively utilized,
playing a crucial role in addressing various practical
tasks in military, industrial, and domestic spheres.
WSNs represent a multifunctional communication
foundation of cyber-physical systems with artificial
intelligence elements, providing connectivity
between various sensor devices and systems that
can collect, process, and transmit environmental
data in real-time. This foundation enables effective
automatic monitoring and control of various
processes and objects over extensive and hard-to-
reach areas [1, 2].

However, the use of WSNs is associated with
certain risks due to their security vulnerabilities.
Attacks by malicious actors on such networks
can lead to serious consequences, including data
interception, tampering, and disruption of the
functionality of technical equipment, particularly
sensor devices that are fundamental elements
of WSNs. Consequently, there is increasing
importance in developing effective measures to
counter potential threats within WSN security

frameworks.

A critical measure to combat these threats
is the development of efficient methods for
detecting, recogni-zing, and preventing network
attacks. Specifically, analytical and simulation
models of attacker actions on WSNs allow for the
study of processes within WSNs induced by these
attacks. Such models are based on mathematical
and statistical descriptions of attacker and defender
behaviors using real network data, parameters, and
characteristics. They enable the creation of virtual
environments for comprehensive simula-tion of
WSNs, including the operation of sensor nodes,
communication processes between nodes over radio
channels, data reception and transmission, and
routing [1, 3, 4].

This study aims to conduct testing and
comparative analysis of natural and simulation
models of attacks on WSNs, attack detection
algorithms, and to develop recommendations for
their effective implementation.

Materials and methods. Analytical review of
literary sources on the research issue.
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There are several different types of attacks that
can occur in WSNG.

Threats to confidentiality involve interception
and observation, where attackers intercept data or
analyze traffic to obtain confidential information.
Threats to integrity are associated with data
modification, source impersonation, message
replay, and message denial, which lead to
data distortion and incorrect network operation.
Attackers can alter messages, spoof sources,
replay intercepted data, or deny sending/receiving
messages. Availability threats aim to disrupt
message delivery, causing network service denial.
These attacks include Denial of Service (DoS), node
capture, and resource depletion attacks, leading
to node overload or network disconnection. Such
attacks can severely disrupt network operation,
highlighting the importance of protecting against
them. [2, 4, 5]

The paper presents [6] a new intrusion detection
model for WSNs using fuzzy neural networks and
feedforward neural networks. Experimental results
show that the proposed model achieves detection
rates averaging 97.8% with maximum detection
accuracy of 98.8%. Evaluations were compared
against benchmark models based on support vector
machines (SVM), decision trees (DT), and random
forest (RF) models.

Authors [7] introduced detection of multiple
attacks in wireless sensor networks using artificial
neural networks. The dataset is split into training
and testing using a multi-layer perceptron artificial
neural network to detect ten classes of attacks,
including DoS attacks. Research using benchmark
datasets UNSW-NB, WSN-DS, NSL-KDD, and
CICIDS2018 showed that the proposed system
achieves an average detection

In article [8], the use of spatial information
for detecting and localizing multiple attacks across
single and multiple nodes is presented. A scalable
and energy-efficient anomaly detection mechanism
based on clusters (SEECAD) is described for

detecting DoS attacks without key management
schemes to enhance network lifespan. Detection
speed, false alarm rate, packet delivery ratio,
overhead costs, energy consumption, and average
packet delay are various performance metrics used
to evaluate network performance.

In [9], an enhanced high-performance secure
routing protocol based on clustering is proposed.
A key feature of this protocol is its consideration
of aspects such as energy consumption, packet
reduction, congestion management, encrypted data
transmission, and monitoring of malicious nodes to
improve data management quality. To demonstrate
the feasibility of the proposed method, performance
metrics such as ransomware attack detection
level, ergodic residual energy per round, early
clone attack detection, throughput maximization,
delay, maximum throughput, and network lifespan
maximization were used.

The works [10] conducted modeling to
demonstrate that the proposed EdDSA-XOR
functionality reduces time and energy costs by
0.13% and 0.07% respectively, compared to other
methods. Node authentication in the network was
tested against “man-in-the-middle” attacks.

The paper proposes [11] an effective method
for detecting black hole and Sybil attacks using
the Adaptive Taylor Sail (Adaptive Taylor-SFO)
algorithm. The BSS nodes are modeled in the
network, followed by routing using Adaptive
Taylor-SFO. The router was developed by
integrating the Adaptive concept with the Taylor
series and the Sail Fish optimizer (SFO) to select
the optimal route considering adaptability metrics
such as delay, energy, and distance. Black hole and
Sybil attack detection is performed by the Deep
stacked automatic encoder. Thus, the proposed
system effectively classifies normal, black hole, and
Sybil attacks. The analysis of the reviewed works
made it possible to determine the most common
types of attacks on WSNs (Table 1), the mechanisms
of their impact, possible consequences and methods
of mitigating the consequences.
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Table 1 - Most common attacks on WSN

Ne | Attack | Mechanism of action ConsequenceMitigation Strategies
name

1 | Routing | Routing attacks involve manipulating routing Data loss. | Secure routing
attack | mechanisms to redirect or block data flows. Attackers | Network | protocols. Anomaly
[6] exploit vulnerabilities across various layers of the segment- | detection.

network protocol stack. Examples include black hole ation. Cooperative
attacks, where malicious nodes discard received data, | Resource | verification. Hop
and wormbhole attacks, where attackers create exhaustion.| count verification.
shortcuts between remote nodes. Location
verification.

2 | The Man-in-the-middle attack involves an attacker secretly | Data Encryption. Public
man in | intercepting and relaying messages between two falsification: Key Infrastructure
the communicating nodes without their knowledge. The Unauthorized PKI). Certificate
middle | attacker can manipulate the contents of the messages access revocation.
attack | or simply eavesdrop on them. Man-in-the-middle leading to | Timestamps and
[10] attacks exploit the absence of secure communication breach of | one-time passwords.

channels and can occur at various protocol levels, confidentialithntrusion detection
including application, transport, and network layers. systems.

3 | Sibyl Sybil attack involves creating a network of malicious | Data Behavioral analysis
[12] nodes that impersonate legitimate nodes. The integrity Trust-based systems

attacker’s goal is to inject false information or disrupt | Routing Physical layer
network communication. These attacks can undermine | mani- measurements
data accuracy, routing efficiency, and overall network | pulation Reputation
functionality. Resource | mechanisms
exhaustion | Cryptographic
methods

4 | Eaves- | In an eavesdropping attack, an attacker is placed - Data - Encryption
dropping within the range of two or more sensor nodes using the | confidenti- | - Secure key
[13] transmission of unencrypted or weakly encrypted data. | ality exchange

The attacker passively intercepts data packets without | - Data - Frequency hopping
changing the functionality of the network. integrity - Intrusion detection
Eavesdropping can occur at various levels of the - Network | - Secure protocols
communications stack, from the physical layer to the | mapping

application layer.

S | Denial | A DoS attack exploits vulnerabilities in WSNs to Data loss | Intrusion detection
of reduce their performance or even disable them. Resource | Rate limiting
Service | Attackers employ various methods such as flooding depletion | Traffic filtering
(DoS) | the network with excessive traffic or exploiting Network | Energy consumption
[14,15] | protocol vulnerabilities. In the context of WSNss, partitioning] management

attacks can target nodes, communication channels, or | Delayed Collaborative
the sink node responsible for aggregating data. responses | defense

Empirical models and attack detection algorithms.

Description of the empirical models used for attack detection
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Table 2 - Full-scale experiments to detect attacks and their results

exhaustion attack

programmed to perform
energy-intensive tasks. The attacker
sent a large number of false
requests to the nodes to accelerate
their battery discharge.

Ne Name Description Results
1. jamming attack Nodes of the network were It was found that the jamming
deployed in an open space with attack significantly reduces signall
various obstacles. A jamming attack | strength and increases packet loss
was initiated using a powerful radio | frequency. The detection system
transmitter, creating interference was able to identify the attack
within a specific frequency range. based on signal strength and
packet loss analysis, achieving a
detection accuracy of 92%.
2. resource Nodes in the experiment were Nodes with depleted resources

ceased normal operation. The
detection model based on energy
consumption monitoring
successfully identified the attack
with 87% accuracy, enabling
timely network protection
measures to be implemented.

3. replay attack

The experiment involved nodes
equipped with built-in
authentication mechanisms. The
attacker retransmitted previously
intercepted legitimate messages.

The detection system based on
timestamps and authentication
algorithms successfully identified
repeated messages with 95%
accuracy, preventing the
execution of false commands.

Table 3 - Evaluation of the effectiveness of full-scale models and algorithms

accuracy

detection time

The ability of the model to correctly
identify attacks and minimize false
positives was evaluated in the conducted
experiments. Accuracy ranged from 87%
to 95%, depending on the type of attack
and the algorithm applied.

The time required to identify an attack after its
onset. Natural models demonstrated the ability
to detect attacks in real time, which is critical
for preventing damage.

resource consumption

adaptability

The volume of computational and
energy resources required for algorithm
operation. Efficient algorithms minimize
resource consumption, which is
particularly crucial for sensor nodes
with limited batteries.

The ability of the model and algorithms to adapt
to changes in the environment and new types of
attacks. Natural models have demonstrated good
adaptability when new nodes are added or when
the network topology changes.

Natural models for detecting attacks in WSNs conditions. These models utilize real devices such
involve physically implemented networks where as microcontrollers, radio modules, and sensors
nodes and sensors are deployed in real operational that interact within realistic environmental settings.
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The primary advantage of natural models lies in
their ability to accurately reproduce real network
operation scenarios, including potential external
interferences and physical attacks.

Research on natural models for attack detection
in wireless sensor networks includes functional
and quantitative characteristics. Attack detection
methods are categorized into signature-based,
anomaly-based, and hybrid approaches, covering
attacks on availability, confidentiality, integrity,
and authentication. Hardware and network
characteristics of sensors and nodes, data processing
algorithms, and monitoring systems play a crucial
role. Quantitative metrics include detection
accuracy, detection time, energy consumption,
throughput, delay, and scalability.

For instance, platforms like TinyOS and Contiki
are used to test intrusion detection systems,
achieving 95% accuracy with low false positive
rates. Machine learning-based systems such as
K-means and SVM can achieve classification
accuracies up to 98%. Distributed detection
methods include autonomous algorithms that
depend on node density and algorithm complexity
[15, 16]. Table 2 presents empirical experiments on
attack detection and their outcomes.

The effectiveness of full-scale models and attack
detection algorithms is assessed based on several key
parameters (Table 3)

Thus, natural models and intrusion detection
algorithms in WLANSs are effective tools for
studying and protecting networks, ensuring high
accuracy and timely detection of attacks in real
operational conditions.

Imitative models and intrusion detection algorithms

Description of Developed Simulation Models.
Simulation models are software tools designed
to replicate the operations of Wireless Sensor
Networks (WSNs) and simulate various attack
scenarios in a controlled environment. Within the
scope of the conducted research, simulation models
were tested that accurately reproduce the behavior
of sensor nodes, communication protocols, and
interactions with the external environment. These
models are based on the following principles:

1. Multi-layered architecture of the model: The
simulation model includes physical, data link,
network, and application layers, enabling detailed
reproduction of all aspects of Wireless Sensor
Network (WSN) operation.

2. Network topology modeling: Supports various
topologies such as mesh, star, and tree, allowing
exploration of how topology affects resilience to
attacks.

3. Parameter flexibility: The model allows
configuration of node parameters such as
transmitter power, data transmission rate, and
energy consumption, crucial for investigating
different attack scenarios.

All simulation models are built using diverse
mathematical and computational methods. These
models facilitate testing and analyzing network
behavior under attack, evaluating detection
accuracy, and justifying the realism of simulated
conditions (Table-4).

Model adequacy assessment involves comparing
simulation results with real-world data, including
topology parameters, traffic intensity, and attack
frequency. A model is considered adequate if
its behavior does not statistically differ from
real data, often verified using tests like the
Kolmogorov-Smirnov test. An example application
of such models could include testing intrusion
detection systems on the TinyOS platform,
achieving a detection accuracy of 95% with a false
positive rate of less than 2%, utilizing a hybrid
approach to enhance accuracy and minimize energy
consumption.

Methods and tools for simulating attacks on
wireless sensor networks

For implementing simulation models, a number
of modern tools and methods were utilized to ensure
high accuracy and scalability of the research. The
key tools include:

1. NS-3 (Network Simulator 3): A powerful tool
for network simulation that allows reproduction of
a wide range of protocols and attack scenarios on
WLANS. NS-3 provides detailed modeling of node
behavior and interactions between nodes.

2. MATLAB/Simulink: Used for mathematical
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modeling and analysis of attack detection
algorithms. MATLAB facilitates the development
and testing of complex algorithms, as well as the
analysis of data obtained from simulations.

3. Omnet++: A tool for modeling and
simulating networks, offering high flexibility
in network parameter configuration and attack
scenarios. Omnet++ supports extensibility, enabling

integration of custom models and algorithms.

These tools collectively support comprehensive
modeling, simulation, and analysis of wireless
sensor networks (WSNs), enabling researchers to
evaluate the performance and effectiveness of
various security mechanisms against different types
of attacks.

Table 4 - Composition and structure of models

Ne | Model Composition and structure of models Mathematical description
1 | Network | Graph model: Sensors and nodes are G(V.E)={ (viv) | vi,vi€V, e €E } (1)
layer represented as a graph G (V , E) G(V,E), | where
where V'V - a set of vertices (nodes), and | V={v,,v,,...,v,} - many nodes,
E E - many edges (communication E={e;} E={eij} - many communication
channels). channels.
Topology: The parameters of the network
topology are defined, including the
distance between nodes, node density, and
network type (e.g., star, tree, mesh
network).
2 | Traffic Data flow: The distribution of traffic Aij=Rate(vi—vj) (2)
model between nodes is described. This is where
achieved using probabilistic models such | 4, - traffic intensity between nodes v; and
as Poisson distribution or Markov models. | v;, which may follow a Poisson
distribution: (3)
3 | Attack Types of attacks: Models are defined for | (4)
model various types of attacks, such as DoS where

attacks, data interception attacks, and
data integrity attacks.

Attacker behavior: The strategy of the
attacker is determined, including the
frequency and intensity of attacks.

d - distance to target,
0 - interception angle.

4 | Detection
model

Methods: Implementation includes
detection algorithms such as
signature-based, anomaly-based, and
hybrid methods.

Machine learning algorithms: Utilized for
traffic classification, such as K-means,
SVM, neural networks.

Anomalous method: (5)
where

X; X; - measured value,
w; - average value,

w; - weight coefficient.
Machine learning algorithms: K-means:
&)

where

J - loss function,

k - number of clusters,
X j( i) - data points,

u; - cluster centroids
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Results and discussion. Results of simulation
experiments and their analysis. Within the

framework of conducted simulation experiments,
various types of attacks on WLANSs were simulated,
including jamming attacks, resource exhaustion
attacks, replay attacks, and spoofing attacks. The
results of the experiments enabled a detailed analysis
of the effectiveness of the proposed models and
attack detection algorithms (Table 5).

Analysis of the results showed that the developed
simulation models and algorithms are highly
effective in detecting attacks on WSNs. The
experiments conducted allowed for a detailed study
of network behavior under various types of attacks
and proposed algorithms that demonstrate high
accuracy and promptness in detection. The results
confirm the feasibility of using simulation models in
the research and development of protection systems

for wireless sensor networks.

Table 5§ - Composition and structure of models

platform for modeling network systems. The experiment
involved creating a wireless sensor network of 100 nodes
with a random topology and a transmission radius of 50
meters. The experiment consisted of three stages: network
initialization without attack, introduction of the jamming
transmitter, and data collection. The collected data
included received signal strength indicator (RSSI), packet
loss, and transmission delay, amounting to approximately
10,000 records. Data processing was performed using
statistical methods and machine learning algorithms such
as K-means and SVM. The data processing methodology
included data filtering, analysis of signal strength levels,
and anomaly classification [17, 18].

Ne | Attack | Description of the experiment Results
1. | jamming An experiment to simulate a jamming attack was The results showed that the
attack | conducted using a powerful transmitter in Omnet++, a jamming attack significantly

reduces communication quality
and increases latency.
Simulation algorithms were
able to detect the attack with
94% accuracy by analyzing
signal strength and packet loss
rates. The experiment
demonstrated the possibility of
using this technique in real
wireless sensor networks.

2. | resource
exhau-
stion
attack

A simulation experiment for a resource exhaustion attack
was conducted using the NS-3 network simulator. The
experimental setup included a wireless sensor network
comprising 50 nodes, each equipped with a limited
battery. The experiment was planned by creating the
network, setting battery parameters, and launching a
series of attacks involving sending a large number of false
requests to the nodes. During the experiment, data on
energy consumption, node response time, and failure rate
were collected. Approximately 5000 data records were
gathered, covering all stages of the attack. Data
processing was carried out using an energy consumption
monitoring methodology developed and described in
[19]. This methodology included data filtering, analysis
of energy consumption time series, and detection of
deviations from normal behavior.

Algorithms based on this
methodology were able to
identify abnormal behavior
with an accuracy of 89% and
an average attack detection
time of 2.3 seconds. The
effectiveness of the
methodology was confirmed by
its high accuracy and rapid
detection of attacks. The
experiment demonstrated that
the proposed methodology is
effective for application in
real-world conditions of
wireless sensor networks.
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No | Attack

Description of the experiment

Results

conducted using Simulink software. The experiment was
designed by creating scenarios in which an attacker sent
false messages, pretending to be legitimate network
nodes, with the aim of infiltrating the system. Parameters
of the transmitted messages, such as node identifier,
message content, and timestamp, were recorded for data
collection. The total amount of data collected was
approximately 3,000 records, covering various attack
scenarios and network responses. For data analysis,
algorithms for node identity verification and behavior
analysis developed by the experiment’s authors were
applied. The data processing methodology included the
identification of anomalous nodes, comparison of their
behavior with samples of normal functioning, and
detection of deviations [20].

3. | replay | Experimental studies aimed at examining replay attacks The experimental results
attack | were conducted using a model created in the Simulink showed that algorithms based
environment. In this experiment, the model simulated the | on timestamps and

repeated transmission of intercepted messages, authentication methods
mimicking a scenario where an attacker could re-execute | successfully detected replayed
previously executed commands. The experimental setup | messages with an accuracy of
consisted of a network model including several nodes and | 97%, significantly reducing the
data transmission mechanisms configured to implement risk of executing false
replay attacks. The experiment planning involved commands and enhancing the
configuring model parameters, defining attack effectiveness of the replay
characteristics, and selecting detection methods. During attack defense system.
the experiment, data related to message timestamps, as
well as parameters of authentication and integrity
verification methods, were collected. The total amount of
gathered data was about 2,000 records, covering various
attack scenarios and the system’s responses to them. The
data were processed using algorithms based on analyzing
message timestamps and authentication methods. The
data processing methodology included filtering out
repeated messages and verifying their compliance with
expected time intervals [19].

4. | spoofing| Experimental studies focused on spoofing attacks were As a result of the experiment,

the model was able to
effectively detect spoofing
attacks with 92% accuracy.
The system’s response time to
detect the attack was 1.8
seconds, demonstrating the
high reactivity and efficiency
of the developed algorithms.
The obtained results confirm
the effectiveness of the
proposed spoofing attack
protection methodology and its
readiness for practical
application in real network
systems.

Comparative analysis of full-scale and simulation

approaches.

Methodology  for
Simulation Models.

To conduct a comparative analysis of physical and
simulation models, the following methodological
steps were developed and applied:

Selection of Representative Attack Scenarios:

Typical attack scenarios were chosen, such as

Comparing Physical and jamming,

resource exhaustion attacks,
attacks, and spoofing. These scenarios cover a wide
range of threats to wireless sensor networks (WSNs).

Construction  of
implementation of physical

replay

Models:
models

The
involved

Physical
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deploying sensor nodes in real operational
conditions. Various network topologies, such as
mesh and star, were used to ensure a diversity of
conditions. Real devices were subjected to attack
impacts to collect data on network behavior.

Creation of Simulation Models: Simulation
models were developed using tools like NS-3 and
Omnet++, allowing for accurate reproduction of the
conditions and behavior of sensor nodes, as well as

attack impacts. These models were configured to
match the conditions of the physical experiments.

Comparison of Physical and Simulation
Models: The comparison was conducted based
on several criteria, including attack detection
accuracy, response time, resource consumption, and
adaptability to changes in network conditions (Table
6).

Table 6 - Composition and structure of models

accuracy

detection time

The model's ability to correctly identify attacks and
minimize false positives. Accuracy was measured
as the ratio of correctly detected attacks to the total
number of attacks.

The time required to identify an attack after it has
begun. Fast detection is critical to minimizing the
damage from attacks.

resource consumption

adaptability

The amount of computing and energy resources
required to run detection algorithms. This criterion
is especially important for WSN nodes with limited
batteries and computing power.

The ability of the model and algorithms to adapt to
changes in network conditions and new types of
attacks. This includes the model's ability to work
across different network topologies and load
changes.

Table 7 - Results of comparative analysis, identified advantages and disadvantages of models

Advantages:

Flaws:

Full-scale models

- Highly realistic: Full-scale models
accurately reflect actual operating
conditions, including physical
disturbances and unforeseen factors.
- Relevance of data: Data collected
in field experiments are direct
results of the operation of real
devices and protocols.

- High costs: Deploying and maintaining
full-scale models requires significant
financial and time resources.

- Limited scalability: It is difficult and
expensive to scale up field experiments
to large networks or different scenarios.

Simulation models

- Flexibility and scalability:
Simulation models are easily
customized and scalable for
different scenarios and network
topologies.

- Low costs: Simulation experiments
are carried out in a software
environment, which significantly
reduces costs compared to full-scale
experiments.

- Limited realism: Simulation models
may not fully account for all real-world
physical and environmental factors,
which may lead to variations in results.
- Dependence on model accuracy: The
effectiveness of simulation models is
highly dependent on the accuracy of
reproducing real-world conditions and
network behavior.
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In general, both approaches have their strengths
and weaknesses, but their combination can provide
the most complete and reliable analysis of attacks
on WSNs. Full-scale models provide high accuracy
and data relevance, while simulation models offer
flexibility and cost-effectiveness. The optimal
solution is to use full-scale experiments to verify
and calibrate simulation models, which allows you
to combine the advantages of both approaches.

Conclusions. Analysis of full-scale and
simulation models and algorithms for identifying
attacks on WSNs shows that both approaches have
their own unique advantages and disadvantages.
Full-scale models provide highly accurate and
up-to-date data because they reproduce real-life
network operating conditions. However, their use
is associated with high costs and limited scalability.
Simulation models, in contrast, offer flexibility
and cost-effectiveness, allowing easy adjustment
of parameters and scale-up of experiments, but may
not fully account for all real-world physical factors.

Based on the presented data, we can conclude
that the combined use of full-scale and simulation

approaches is optimal in the context of ensuring
the security of wireless sensor networks. The
integration of natural and simulation methods
makes it possible to jointly use their advantages,
ensuring high accuracy and reliability of attack
detection algorithms. Using field data to calibrate
and verify simulation models plays an important role
in achieving high accuracy in network vulnerability
analysis. Recommendations for improving models
and algorithms, including developing flexible
and scalable simulation models, improving attack
detection algorithms, and regularly updating models,
are aimed at increasing the effectiveness of the
attack detection system. This combined use of
methods and the development of infrastructure for
field experiments seem to be the most effective
ways to improve the security of wireless sensor
networks in the face of rapidly changing threats.
This work by the staff of the International Scientific
Complex ”Astana” is carried out with the financial
support of the Science Committee of the Ministry
of Science and Higher Education of the Republic of
Kazakhstan (Grant No. AP19680345).
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