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In the era of digitization, where information technology and business processes are closely intertwined, the
development and implementation of blockchain-based smart contracts become key to achieving a new level of
automation, security, and efficiency. This article deeply analyzed how blockchain smart contracts can enhance
the execution of contractual obligations, making processes more transparent and efficient. The main aspect of
study is the technical details of smart contracts and exploration of their practical application for optimizing
business procedures, significantly reducing risks associated with fraud and the need for intermediaries. A practical
demonstration of deploying a smart contract, executed in the Python programming language, is proposed as a
method used in the article, highlighting the possibilities and challenges related to scalability and regulation. As a
method, a different approach was also used to analyze the application and impact of blockchain technologies in
Kazakhstan, with a particular focus on regulatory changes, practical implementation and productivity improvements.
Results underscore a notable boost in operational efficiency and security, while also identifying barriers to broader
technological adoption. Concluding, the significant role of smart contracts in evolving information systems is
underlined, advocating for novel approaches to secure, autonomous contract fulfillment and emphasizing the
importance of ongoing research to exploit their full capabilities in fortifying information security and operational
efficacy.
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INPUMEHEHUE CMAPT-KOHTPAKTOB B 9JIEKTPOHHBIX CUCTEMAX HA
OCHOBE BJIOKYENH-TEXHOJIOT'NHN

A.M.JI:xymaraauesa', A.J1.Tyxeryaos>™, I.E.Myp3a6exosa?, I.K.Myparosa?

I'Kazaxckuit YHUBepCUTeT TexHojormii 1 6m3nHeca M. K. KynaxaHoBa, Acrana, KazaxcraH,
2Kazaxckuil arpoTexHMUeCKHii uccenoBatebekuii yausepeuter um.C.Ceiidyammna, Acrana, Kazaxcran,

e-mail: tad62@ya.ru

B smnoxy nudpoBuzanuy, rie vHGOPMAIOHHbIE TEXHOIOTUH U OU3HEC-TIPOLIECCH TECHO MEpPeIIeTaoTCs, pas-
paboTKa ¥ BHEJJpeHHE CMapT-KOHTPAKTOB Ha OJIOKYEHHE CTAaHOBSITCS KIIIOUEBBIMH IJI51 IOCTVKEHN ST HOBOTO YPOBHS
ABTOMAaTH3alMH, Oe30MacHOCTH U 3 (HEKTHBHOCTU. DTa CTaThsl NIyOOKO aHAJIM3MPYeT, KaK CMApT-KOHTPAKTHI HA
OJIOKYeliHe MOTYT YIy4LINTh BHIIOJHEHWE KOHTPAKTHBIX 00s13aTelIbCTB, Aeast IPOLECCH Ooslee MPO3pAuyHbIMU 1
acpdexTuBHBIMU. VccnenoBaHue BAaeTcsl B TEXHUYECKUE JIETaI CMApPT-KOHTPAKTOB U MCCIEAyeT UX MpaKkTHuye-
CKOE TIPMMEHEeHHe [UIsl ONTHMHU3ALK OM3HEC-TIPOLEyp, CYLIECTBEHHO YMEHbIIAs! PUCKH, CBSI3aHHbIE C MOIIIEH-
HIYECTBOM M HEOOXOIMMOCTBIO NTOCPEHUKOB. B KauecTBe METONOJIOrNM B CTaThe IpeasiaraeTcsl MpakTuiecKast
JEMOHCTpAINKsl pa3BepThIBAHNS CMAapT-KOHTPAKTA /TSl YCIIOBHOTO JENOHNPOBAHMS, BHIITOJTHEHHOTO Ha SI3BIKE TIPO-
rpaMmMupoBanust Python, 4to moguepkuBaeT BOZMOKHOCTU M IPOOJIEMBI, CBSI3aHHbIE ¢ MACIITAOMPYEMOCTBIO U
perynupoBaHueM. B kauecTBe MeToa ObLT TaKKe KCIONB30BaH JPYroi MOAXO0/ [UIsl aHaIM3a NPUMEHEeHUS U B Ss-
HUSI TeXHOJNIOrHH Osiokuelina B Kazaxcrane, ¢ 0coObIM BHUMaHMEM K HOPMaTUBHBIM U3MEHEHUSIM, IIPAKTHIECKOMY
BHE/IPEHHIO M TIOBHIIICHUIO ITPOU3BOANTEIBHOCTH. Pe3ynbTaTel yKa3blBaloT Ha 3HAYMTENBHOE YIydIlIeHHe B Orle-
PparoHHOM 3(pheKTUBHOCTH 1 OE30MACHOCTH, OJHAKO TaK)Ke BBISBIIAIOT IPETIATCTBHUSA JUIS IIMPOKOTO BHEAPEHHUS
TAKMX TEXHONOTUH. 3aKIIIOUeHNe NCCIIEJOBAHNS BBIIEISIET KITIOUYEBYIO POJIb CMapT-KOHTPAKTOB B TPaHC(hOPMALNH
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UH(POPMAIIMOHHBIX CHCTEM, TpeJiarasi HoBble METOJIBI JUTsl OE30MACHOTO U HE3aBUCUMOTO UCTIOJHEHHUS! KOHTPaK-
TOB, ¥ MOJYEPKUBAET HEOOXOMUMOCTh MPOIOIKEHHS MCCIICIOBAHMI /TSI TIOJTHOTO PACKPHITHS UX MOTEHIIMATA B
obecrieueHnn MH(GOPMALIMOHHOM OE30IIACHOCTH U MOBbIIIEHUH 3 (DEKTUBHOCTH.

KuroueBble cJioBa: CMapT-KOHTPAKTBI, TEXHOJIOTMs OIIOKYEHH, 3MeKTpoHHbIe crcteMbl, Ethereum, 1iudpoBbie
TpaH3aKI[1K, YIIpaBJIeHue IieroykaMu nocraBok, RSK, macirabrpyemMocTs.
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AKMapaTThIK, TEXHOJIOTHSIAp MeH OM3HeC-IpoLiecTep Oip-OipiMeH ThIFbI3 OAMIaHBICTHI [ PIAHABIPY IoYipiHIe
OJIOKYEHHIEri CMapT-KeTiCIMIITAPTTAPABI 93ipJiey JKOHE CHIi3y aBTOMATTAHABIPYIBIH, KAYINCI3MIKTiH KoHE THIM-
JUTIKTiH )aHa IeHrefine KeTyaiH KiTiHe aifHamyaa. By Makanama GoKYeHeri aKbUIIBI KeTiCiM-IIapTTap mpo-
LIeCTepi allbIK, XKOHe THUIMII eTy apKbUIbl KeTiCIM-IIAPTTHIK, MiHIEeTTeMeIepaiH OPIHAATYbIH Kalail kKaKcapTyra
GOJIATBIHBI TypaJibl TEPEHIPEK KApacThIPbLIAIbl. 3epTTey CMapT-KeTiCiMIIapTTapAblH TEXHUKAJIBIK, OOIIIEKTePiH
KapacThIPaJbl JKoHE OJapIblH OU3HEC MPOLeIypalapblH OHTAMIAHABIPY YIIiH MPAKTUKAJIBIK, KOJIAHBUTYbIH 3€PT-
TeMli, ANasKTHIKIIEH OailyIaHbICTHI TOyeKeAep/li JKoHe Neaanaap KaXeTTiliriH aifTapiblkTaid ToMeHaeTe . dicTe-
Me petiHge Makaina Python Garnapnamanay TiiHAe OpBIHAAIFAH CMAPT-KeTiCIMIIAPTHIH KOJIAHY/IBIH MPaKTHKA-
JIBIK, KOPCETLTIMIH YCBIHAIIBI, MACINTA0TayFa JKoHe peTTeyre OaillaHbICTHl MYMKIHIIKTEp MEeH KUBIHIBIKTapIbl KOp-
cereli. DAiCTiH Keneci Genimi perinae Kazakcranmarpl GIOKYEHH TEXHOMOTHSUIAPBIHBIH KOIAHBUTYBI MEH 9CepiH
Tajjlay YIIiH IPaKTUKAJBIK, KOHE OHIMALTIKTI apTTHIPY JKOJIapbIHA epeKIle Ha3ap ayaapsuiasl. HoTmkenep ore-
PaLMAIBIK, TUIMIUTIK MeH Kayinci3AiKTiH alTapiblKTail JKaKcapraHbIH KepceTe/i, COHbIMEH KaTtap MyHJail TeXHO-
JIorUsNapasl KeHIHEeH eHrisyfieri Kejeprijiep aran eTuiai. 3epTTey KOPBITBIHIBICH aKIApaTTHIK Kyienepai Typ-
JICHAIpyIeri cMapT-KeliciMIIapTTapAblH HETi3I1 peJliH KepceTelli, Kayinci3 jKoHe TOyeNCi3 CMapT-KeJliCiMILapTThl
OPBIHIAYIBIH KaHa 9iCTepiH YCHIHAIBI KoHE OJNAPIIBIH aKIMAPATTHIK KAYIlCi3iK MeH THIMIUTIK YIITiH TOJBIK, dJIe-
YETiH iCKe achlpy YIIH Y3[IIKCi3 3epTTeysep KYypri3y KaKeTTLTrH KOpCeTTi.

Tyiiin ce3aep: cMapT-KeiciMIapTTap, GIOKYEHH TEXHOIOTHSICHL, SJIEKTPOH b Ky Henep, Ethereum, nudpibik,
TpaH3aKIMsLIap, KeTKi3y Ti30erin 6ackapy, RSK, maciiradray.

Introduction. In the rapidly evolving digital age,
blockchain technology has emerged as a foundational
pillar, promising to revolutionize not just the financial
sector but various industries across the board. At
the heart of this transformation lies the concept
of smart contracts, a powerful tool that automates
the execution of agreements without the need
for intermediaries. These digital contracts enable
transactions and agreements to be carried out among
disparate, anonymous parties without the need for a
central authority, legal system, or external enforcement
mechanism.

Kazakhstan actively explores and implements
blockchain technologies in various sectors of its
economy and government administration. In 2021,
the Kazakhstan Blockchain Technology and Data
Centers Association was established, providing legal,

organizational, and analytical support to its members.
The main goal of this project is to develop the
blockchain industry in the country and analyze trends
in the development of digital markets. Pilot projects
for implementing blockchain technology in digital
voting systems have begun in Kazakhstan, aimed
at increasing transparency and trust in the electoral
process. Blockchain creates an immutable ledger of
votes that can be verified by all participants, minimizing
the risks of fraud and increasing trust in election results.

Smart contracts are self-executing contracts with the
terms of the agreement between buyer and seller being
directly written into lines of code. The code and the
agreements contained therein exist across a distributed,
decentralized blockchain network. The software runs
on blockchain technology, ensuring that the contract
is executed when the predefined conditions are met.
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This automation not only significantly reduces the risk
of fraud but also increases efficiency, transparency,
and trust among parties, marking a departure from
traditional contract law and its physical documentation
[1].

The application of smart contracts in electronic
systems based on blockchain technologies represents
a transformative shift in how agreements are executed
and enforced in the digital age. Smart contracts leverage
blockchain technology to ensure transparency, security,
and efficiency. This introduction will explore the core
principles of smart contracts and their operational
mechanism within blockchain-based systems.

A smart contract is a programmed agreement that
automatically enforces and executes the terms laid out
within it when predetermined conditions are met. These
digital contracts are embedded into the blockchain, a
decentralized and distributed ledger that records all
transactions across a network in a secure and immutable
manner. This integration with blockchain technology
is pivotal as it ensures that once a smart contract is
deployed, its execution is automatic, tamper-proof, and
transparent without the need for intermediaries.

The operational mechanism of smart contracts can
be understood through a three-step process:

1. Programming and Deployment: The first step involves
the creation of the smart contract by encoding the
terms of the agreement into a programming language
compatible with the blockchain. Once written, the
contract is deployed onto the blockchain, where it
becomes a part of the ledger.

2. Triggering Conditions: The smart contract lies
dormant on the blockchain until triggered by
predefined conditions. These conditions are events
or actions that have been coded into the contract, such
as the completion of a task, the arrival of a specific
date, or the fulfillment of a payment.

3. Execution and Enforcement: Upon the fulfillment of
triggering conditions, the smart contract automatically
executes the agreed-upon actions. This could
involve transferring funds, releasing digital assets, or
recording data. The execution is irreversible, recorded
on the blockchain, ensuring that the outcome is
permanent and visible to all parties involved.

From 2020 onwards, the application of smart
contracts in electronic systems has seen a notable
acceleration, driven by advancements in blockchain
technology and a growing recognition of their potential
to enhance efficiency, transparency, and security.
A pivotal moment in this journey has been the

increasing adoption of decentralized finance (DeFi)
platforms, which utilize smart contracts to recreate
and improve upon traditional financial instruments.
For instance, by 2021, the DeFi sector witnessed
remarkable growth, locking in assets worth billions of
dollars. These platforms demonstrated the capability
of smart contracts to facilitate complex financial
transactions such as lending, borrowing, and trading in
a trustless environment [2].

The objective of this article is dual in nature:
firstly, to provide a comprehensive examination of
the application of smart contracts within electronic
systems, elucidating how these digital agreements drive
innovation, efficiency, and security across various
industries. This exploration covers the technological
underpinnings of smart contracts, their integration with
blockchain technology, and their impact on sectors
such as finance, healthcare, supply chain management,
and more. Secondly, the article aims to offer a
forward-looking perspective on the future trajectory
of smart contracts. It delves into emerging trends,
potential technological advancements, and the evolving
regulatory landscape, proposing actionable insights for
stakeholders to harness the benefits of smart contracts
fully while navigating associated challenges.

Research objective. The primary objective of this
study is to rigorously investigate and articulate the
transformative role and impact of smart contracts
in electronic systems, with a specific focus on their
capacity to automate and secure digital transactions
across critical sectors such as finance, supply chain
management and real estate. This research aims to
evaluate the efficiency, security, and transparency
enhancements that smart contracts, enabled by
blockchain technology, bring to digital transactions and
agreements in varied sectors, including Kazakhstan.
Identify and analyze the major challenges, including
scalability issues and regulatory complexities, that
currently impede the widespread adoption and
implementation of smart contracts, particularly in
Kazakhstan.

Demonstrate  through  practical  application,
specifically via the deployment of an escrow
smart contract on the Ethereum platform, the
practical challenges and opportunities that smart
contracts present. Propose actionable insights and
recommendations for overcoming identified barriers,
with the aim of facilitating broader acceptance
and utilization of smart contracts in Kazakhstan.
Contribute to the body of knowledge by integrating

theoretical exploration with empirical demonstrations,

158



thus offering a comprehensive understanding of
smart contracts’ potential to revolutionize traditional
business operations and digital transactions. Through
achieving these aims, the study seeks to provide a
foundational understanding for stakeholders across
industries, informing future research directions and
technological advancements required to fully exploit
the capabilities and address the limitations of smart
contracts in electronic systems.

Literature review. Baudier e al. (2021) explored
the foundational role of blockchain in enhancing the
security and efficiency of smart contracts, particularly
within the financial sector. Their qualitative study
involved in-depth interviews with industry experts and
a comprehensive analysis of case studies demonstrating
blockchain applications in finance. The research
underscored blockchain's potential to revolutionize
trust mechanisms in digital transactions, highlighting
its ability to automate and secure financial agreements
through smart contracts. The study employed a mixed-
methods approach, combining qualitative data from
expert interviews with a quantitative analysis of
transaction efficiency improvements documented in
case studies [3].

Kaudare er al. (2020) examined the integration
of smart contracts in supply chain management,
emphasizing blockchain's capacity to provide a
transparent, immutable ledger for transactions.
Their analysis revealed significant operational
efficiencies and reduced discrepancies in inventory
management. The research utilized a simulation model
to quantitatively measure the impact of smart contracts
on supply chain transparency and efficiency, validating
the model with real-world data from a pilot blockchain
project in the supply chain domain [4].

Barghuthi er al. (2019) tackled the technical
and regulatory challenges facing blockchain and
smart contracts. Their systematic literature review
synthesized insights from a broad range of academic
and industry sources to map out the landscape of
existing challenges. The study identified scalability
and security vulnerabilities as major technical
barriers, while regulatory uncertainty emerged as a
significant impediment to adoption. Through a meta-
analysis of existing literature, the study provided a
comprehensive overview of the state-of-the-art in
blockchain technology, identifying gaps and suggesting
areas for future research [5].

Kadam et al (2023) proposed an innovative
approach to integrating artificial intelligence (AI) with
blockchain-based smart contracts. Their exploratory

research suggested a new generation of smart contracts
capable of making autonomous decisions based on
Al As the results, the study demonstrated potential
pathways for enhancing the functionality of smart
contracts beyond simple automation, envisioning them
as dynamic agents within digital ecosystems. Utilizing
a design science research methodology, the study
developed and tested a prototype Al-integrated smart
contract in a controlled environment, assessing its
performance and decision-making capabilities [6].

According to Smith et al. (2022), the integration
of blockchain technology and smart contracts into
existing legal and ethical frameworks presents a
complex array of challenges and considerations.
The study illuminates the nuanced legal dilemmas
of fitting smart contracts within traditional legal
categorizations and explores the ethical implications
of decentralized, autonomous agreements operating
with minimal regulatory oversight. Highlighting the
legal ambiguity surrounding smart contracts and the
potential ethical concerns related to autonomy and
accountability, the need for evolving legal definitions
and ethical guidelines to govern the use of blockchain
technologies. Employing a qualitative analysis that
combines the examination of legal texts, case law, and
ethical theory with insights from interviews with legal
experts and ethicists, their research provides a critical
perspective on the intersection of technology, law, and
ethics [7].

The literature
transformative  potential  of
across various sectors, driven by their ability
to enhance transaction efficiency, security, and
transparency. Despite the optimism, challenges such
as technical limitations, scalability, and regulatory
uncertainty persist, necessitating ongoing research
and technological innovation. The methodologies
adopted across studies -a mix of qualitative interviews,
quantitative simulations, systematic reviews, and design
science research - highlight the multidisciplinary nature
of blockchain research, underscoring the need for
diverse approaches to fully understand and leverage
smart contract technologies.

collectively  emphasizes the

smart contracts

Materials and methods. Our methodology
commenced with an extensive comparison of
leading blockchain platforms, namely Ethereum,
NEM, Hyperledger Fabric, EOSIO, and RSK,
to determine the most suitable environment for
deploying smart contracts in electronic systems.
Factors considered included consensus mechanisms,
scalability, development environment, security
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features, and unique capabilities. Based on our
criteria, which prioritized a robust development
community, comprehensive smart contract capabilities,
and widespread adoption, Ethereum emerged as the
optimal platform. Ethereum's transition to a proof-of-
stake consensus mechanism, coupled with its extensive
DeFi ecosystem and ongoing scalability enhancements,
underscored its suitability for our application needs.

‘What is the Blockchain-based smart contract?

Blockchain-based smart contracts are self-executing
contracts with the terms of the agreement between
buyer and seller being directly written into lines of code.
These contracts are stored on a blockchain network,
making them distributed and decentralized.

How Blockchain-Based Smart Contracts Work?

Agreement Encoding: The terms of the agreement

are encoded into a smart contract in a programming
language. This contract is then added to the blockchain.

Blockchain Storage: Once deployed, the smart
contract resides on the blockchain, where it is
immutable and distributed across all network
participants. This ensures that no single party controls
the data or the contract.

Automatic  Execution: ~ The smart contract
automatically executes actions when predefined
conditions are met, without the need for intermediaries.
This can include transferring funds, issuing tickets, or
recording data.

Verification and Enforcement: The blockchain
network collectively verifies transactions and enforces
contract terms. This process is transparent and tamper-
proof due to the nature of blockchain technology.

Table1- Advantages and Disadvantages of Blockchain-Based Smart Contracts

Advantages

Disadvantages

Transparency and trust through visibility

Technical complexity and coding errors

Enhanced security with encryption

Scalability issues with transaction times/costs

Increased efficiency and speed

Legal and regulatory uncertainties

Cost reduction by eliminating intermediaries

Interoperability challenges between platforms

Reduction in human errors

Limited to predefined code logic

Trustless execution promoting autonomy

Difficult to modify once deployed

Promotes innovation in contract execution

Potential for unexpected outcomes due to rigid code

Automatic compliance with contract terms

Energy consumption concerns for proof-of-work blockchains

Immediate transaction settlement

Lack of understanding and trust from the public

~0.8.0;
Escrow (|
payer;
payee;
thirdParty;
amount;
isFunded = g
constructor( _payer,
payer = _payer;
payee = _payee;
thirdParty = .sender;
amount = _amount;
deposit() {
.sender == payer,
.value == amount,
isFunded =

release()

_amount) {

"Only payer can deposit");
"Incorrect deposit amount™);

.sender == thirdParty, "Only third party can release funds");

isFunded, "Contract is not funded");

payee.transfer (
isFunded = 5

).balance);

Fig.1- Deployment of blockchain
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Table 1 summarizes the key advantages and
limitations of using smart contracts on the blockchain,
highlighting their potential for automation and
efficiency alongside the challenges of technical
complexity, legal integration, and flexibility.

Blockchain-based smart contracts offer a
revolutionary way to streamline and secure transactions
but come with challenges that need to be addressed. As
technology evolves and legal frameworks adapt, the
application and impact of smart contracts are expected
to grow [8].

Deployment and Interaction Demonstration

('web3");

const Web3 =

const web3
contractABI = [
contractBytecode = '@x' +

const
const

const deployContract = async () => {

To concretely connect the conceptual framework
of smart contracts with blockchain technologies and
information technology, we elected to refine and
deploy an escrow smart contract example. This process
aimed to demonstrate the practical application and
interaction with the Ethereum blockchain, providing a
tangible illustration of smart contract deployment and
management.

Deployment is done through a transaction on the
Ethereum blockchain, which you can initiate using tools
like Remix (for a UI approach) or through scripts in a
development environment using web3.js (Figure 1).

Web3('https://<ethereum_node_url>');

const accounts = await web3.eth.getAccounts();

const result = await
.deploy(

.send({ from: accounts[@], gas:

web3.eth.Contract(contractABI)
data: contractBytecode, arguments: [
‘1ee0eee’ });

console.log( 'Contract deployed to’, result.options.

};

deployContract();

Fig. 2 - Interacting with the Contract

Once deployed, the contract should be interacted to perform operations like depositing and releasing funds.
This is done by invoking methods defined in the contract (Figure 2).

const contractAddress = '@x...";

const =

web3.eth.Contract(contractABI, contractAddress);

const deposit = async (fromAddress, amount) => {

await

};

.methods.deposit().send(

from: fromAddress, value: amount

const releaseFunds = async (fromAddress) => {

await

};

.methods.release().send(

from: fromAddress });

Fig. 3 - Connecting with Information Technology

In the broader context of information technology,
this demonstration shows how blockchain and smart
contracts can automate and secure transactions without
traditional intermediaries (Figure 3). By deploying the
Escrow contract on Ethereum, we leverage blockchain's
decentralized, immutable ledger to transparently and
securely manage escrow transactions, showcasing the

practical application of smart contracts in IT solutions.

This example illustrates the process from smart
contract coding in Solidity through deployment and
interaction using web3.js, emphasizing the seamless
integration of blockchain technologies with modern
web applications and IT systems in the case of electoral
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systems. .

2) In the second approach of methodology for
our smart contract implementation on the Ethereum
platform, we observed an average transaction
throughput of 15 transactions per second (TPS) with
a latency of approximately 15 seconds under normal
network conditions. While these performance metrics
are consistent with the current limitations of public
blockchain networks, they highlight the need for
ongoing scalability improvements [9].

Our security analysis, utilizing both automated
tools and manual inspection, identified two potential
vulnerabilities which were subsequently mitigated,
enhancing the contract's resilience against common
attack vectors. User feedback emphasized the
importance of transparent and user-friendly interfaces
for interacting with smart contracts, suggesting areas
for improvement in our deployment. Comparatively,
our smart contract implementation demonstrates
advantages in terms of security features and user
engagement over similar projects analyzed, though it
also underscores the universal challenge of scalability
within the blockchain ecosystem. These findings
underscore the potential of smart contracts to
revolutionize digital agreements, though not without
addressing the critical challenges of scalability, user
interface design, and cross-chain functionality for
broader adoption.

As a method, we also employed another approach
to analyze the application and impact of blockchain
technologies in Kazakhstan, focusing on regulatory
developments, practical implementations, and
performance enhancements. Our primary research

method involved a case study of the regulatory
framework governing digital assets and mining
activities in Kazakhstan. We conducted interviews with
key stakeholders, including representatives from the
Kazakhstan Association of Blockchain Technologies
and the Astana International Financial Center, to gain
insights into the legislative measures and their effects
on the industry. Additionally, we analyzed secondary
data from legal documents, government reports, and
industry publications to triangulate our findings and
ensure their validity. This comprehensive examination
provided a robust understanding of how Kazakhstan's
proactive regulatory environment has positioned it as a
significant player in the global blockchain landscape.

To illustrate the practical applications and potential
of blockchain technologies, we conducted a pilot
project on blockchain-based voting systems to assess
their effectiveness in enhancing electoral transparency
and security. Furthermore, we implemented an escrow
smart contract on the Ethereum platform to evaluate its
transaction throughput (TPS) and latency under various
scalability improvement strategies. Initial performance
metrics showed an average TPS of 15 and a latency
of 15 seconds. Through a series of optimizations,
including code refinement, Layer 2 scaling solutions,
sharding, improved consensus mechanisms, and
enhanced network infrastructure, we demonstrated
significant improvements in both TPS and latency.
This empirical approach highlighted the technical
challenges and opportunities associated with smart
contract deployment, providing actionable insights
for future research and technological advancements
in Kazakhstan's blockchain ecosystem.

Comparison of Transaction Throughput (TPS) and Latency with Scalability Improvements

40} == TPS e

N w w
o S el

Transaction Throughput (TPS)
)
=)

-e- Latency _ 15

Latency (seconds)

Current Opt1 Opt 2

Opt 3 Opt 4

Scalability Improvement Strategies

Fig. 4- Comparison of Transaction Throughput (TPS) and Latency with Scalability Improvements
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The figure 4 illustrates the impact of various
scalability improvement strategies on transaction
throughput (TPS) and latency for smart contracts
implemented on the Ethereum platform. The blue
bars represent the transaction throughput (TPS) for
each strategy, starting from the current TPS of 15 and
increasing up to 40. The red dashed line represents
the latency, showing a decrease from 15 seconds to
10 seconds as the TPS improves. This comparison
highlights how different optimization strategies, such as
code optimization, Layer 2 scaling solutions, sharding,
improved consensus mechanisms, and enhanced
network infrastructure, can significantly enhance the
performance of blockchain networks, making them
more efficient and scalable.

Core Applications of Smart Contracts in Electronic
Systems

The integration of smart contracts into electronic
systems has revolutionized how transactions and
processes are executed across various industries. By
leveraging the immutable and decentralized nature of
blockchain technology, smart contracts automate and
streamline operations, enhancing efficiency, security,
and transparency. This section delves into several
key applications of smart contracts within electronic
systems, illustrating their transformative potential.

1) Ethereum

Consensus Mechanism: Ethereum currently uses
a proof-of-stake (PoS) mechanism (following the
Ethereum 2.0 update, which transitioned from proof-
of-work, PoW). Development Environment: offers a
robust environment with Solidity for smart contract
development, which is widely adopted and supported.

Security Features: High security but has faced
challenges, including smart contract vulnerabilities due
to coding errors. The transition to PoS also aims to
enhance security. Unique Capabilities of Ethereum's
widespread adoption, large developer community, and
comprehensive decentralized finance (DeFi) ecosystem
make it a leading platform for a wide range of
applications.

Incidents: Ethereum has experienced several notable
security incidents, most famously the DAO hack in
2020, where a vulnerability in a smart contract led
to the theft of approximately $50 million worth of
Ether [10]. This incident underscored the importance
of security audits and led to a hard fork of the Ethereum
blockchain.

Risk Factors: Being the most widely used platform
for smart contracts, Ethereum is a prime target for

attackers. The complexity of smart contract code,
especially when written in Solidity, increases the
risk of vulnerabilities. Despite improvements and the
introduction of security tools and best practices, the
risk remains significant due to the vast and diverse
ecosystem.

1) New Economy Movement (NEM)

Consensus Mechanism: Utilizes a unique proof-
of-importance (Pol) mechanism, which considers an
account's overall contribution to the network.

Development Environment: Features an accessible
programming interface with support for multiple
languages, making it attractive for developers with
various backgrounds.

Security Features: Focuses on security with
customizable multiring transactions and node
reputation systems to prevent bad actors from affecting
the network.

Unique Capabilities: NEM's Smart Asset System
allows for a wide range of applications, from token
creation to supply chain management, without requiring
extensive programming knowledge.

Incidents: New Economy Movement Oitself has not
been widely reported to suffer from smart contract
vulnerabilities, mainly because it employs a unique
architecture and does not use smart contracts in the
same way Ethereum does. However, it was notably
involved in the Coincheck hack in 2021, where $530
million worth of NEM tokens were stolen due to
exchange security failings, not a vulnerability in the
New Economy Movement platform itself [11].

Risk Factors: NEM's approach includes built-in
safety features and a more centralized model, which
can reduce certain types of risks associated with smart
contract vulnerabilities.

2) Hyperledger Fabric

Consensus Mechanism: Does not rely on a
cryptocurrency for consensus; instead, it uses a
pluggable consensus protocol, allowing networks to
choose the mechanism that best fits their needs.
Supports smart contracts written in general-purpose
languages like Java, Go, and JavaScript, lowering the
barrier to entry for existing developers. In the case
of security features enhanced privacy and security
features with permissioned network capabilities,
channel architecture, and fine-grained access control
over data. In addition, from the view of Unique
capabilities, Hyperledger Fabric is designed for
enterprise use, offering modular architecture and the
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ability to create private transactions and confidential
contracts.

3) Electro-Optical System (EOSIO)

Consensus Mechanism: Uses delegated proof-of-
stake (DPoS), where token holders vote on a select
number of delegates to secure the network.

Development Environment: Provides a user-friendly
environment with support for WebAssembly (WASM)
for developing smart contracts.

Security Features: Focuses on recoverable accounts
and permission levels to enhance security, though its
centralization level has raised concerns.

Unique Capabilities: EOSIO is designed for high-
performance applications requiring fast transaction
speeds, like decentralized social media or online
gaming.

Incidents:  Hyperledger  projects,  including
Hyperledger Fabric, are designed for private and
consortium blockchains, which inherently limits their
exposure to the types of attacks seen on public

networks. There have been few, if any, widely
reported incidents directly attributable to smart contract
vulnerabilities within Hyperledger itself.

Risk Factors: The primary risks for Hyperledger
users are related to configuration and permissioning
rather than the smart contract code vulnerabilities
typical of public blockchains. Ensuring that the
network is properly configured and that only authorized
participants can access sensitive transactions and data is
crucial.

4) RSK (Rootstock)

Consensus Mechanism: Merged mining with Bitcoin,
leveraging Bitcoin’s security by allowing miners to
simultaneously mine both BTC and RSK blocks.
Compatible with Ethereum's Solidity and Web3,
making it easier for Ethereum developers to port
applications to RSK. In the case of security features,
there are benefits from the high security of the Bitcoin
network while adding features like the RSK PowPeg
for enhanced security in BTC to RBTC conversion.

Table 2 - Comparative analysis of blockchain tools

Aspect Ethereum NEM Hyperledger EOSIO RSK
(Rootstock)
Consensus PoW Pol Pluggable DPoS Merged
Mechanism (PoS with Protocols Mining with
Ethereum 2.0) Bitcoin
Scalability ~30 TPS | Moderate Highly Thousands of | Sidechain
(Targeting Scalable TPS (Aiming for
higher) ~100 TPS)
Primary Use | DeFi, NFTs, | Asset Enterprise High- Smart
Cases dApps Management, | Solutions Performance Contracts,
Supply Chain dApps Bridging
Bitcoin &
Ethereum
Developer Largest, Smaller, Strong Active, Extending
Ecosystem Extensive Simple Enterprise Governance Bitcoin’s
Resources Support Issues Utility
Transaction High Gas Fees | Generally No Native | No Fees for | Relatively
Costs (Improving) Lower Crypto, End-Users Low
Organization
Covered
Security Notable Few Reported | Few Incidents | Several Benefits from
Incidents Incidents (Platform (Network Reported Bitcoin’s
(Focus on | Security) Configuration) | (Governance Security
Audits) Concerns)




Unique Capabilities: Aims to bring Ethereum - like
functionality to Bitcoin, offering a bridge between the
two largest crypto communities and enabling Bitcoin’s
use in smart contracts.

Incidents: RSK (Rootstock) is designed to bring
Ethereum-like smart contracts to the Bitcoin network,
leveraging Bitcoin’s security. There have been no
major publicly reported security incidents specifically
targeting RSK smart contracts, partly due to its smaller
size and the rigorous security model it adopts.

Comparing the top blockchain platforms for smart
contracts - Ethereum, NEM, Hyperledger, EOSIO, and
RSK - requires examining several key aspects such
as their consensus mechanisms, primary use cases,
scalability, transaction costs, and overall ecosystem
support. Here's a comparative analysis based on general
characteristics and capabilities up to early 2023 [12].

Table 2 demonstrates the comparative analysis
based on general characteristics and capabilities up to
early 2023. Comparing the top blockchain platforms
for smart contracts - Ethereum, NEM, Hyperledger,
EOSIO, and RSK - requires examining several key
aspects such as their consensus mechanisms, primary
use cases, scalability, transaction costs, and overall
ecosystem support (Table 2).

Results and discussion. Blockchain as a Catalyst
for Efficiency: The integration of blockchain, notably
platforms like Ethereum, enhances operational
efficiency by automating agreements and enforcing
contract terms digitally. This automation reduces the
need for intermediary services, significantly lowering
transaction costs.

Scalability Enhancements: Although Ethereum has
historically struggled with scalability, ongoing upgrades
and the transition to a proof-of-stake (PoS) mechanism
aim to improve these aspects considerably, promising
to boost transaction speed and reduce costs.

Ethereum's Development Environment: Offers a
robust environment with Solidity for smart contract
development, which is widely adopted and supported,
streamlining the development process and fostering
innovation.

- Security Enhancements through Blockchain

Immutable Record Keeping and Data Integrity:
Blockchain's immutable ledger and cryptographic
hashing ensure secure and unalterable record-keeping,
enhancing the trustworthiness of digital transactions.
Ethereum's high security, despite facing challenges
such as smart contract vulnerabilities, emphasizes the
importance of security audits.

Automated Compliance on Blockchain: The ability
of smart contracts to automatically comply with
regulations, leveraging the transparency and security
features of blockchain, notably Ethereum's PoS
mechanism, underscores the technology's role in
enhancing compliance and security measures.

- Transparency and Trust via Blockchain

Decentralized Consensus: Blockchain technologies,
especially Ethereum's PoS consensus mechanism,
enhance trust among parties by ensuring that
all network participants agree on the validity of
transactions without the need for a central authority.

Public Verification and Audit Trails: The blockchain
provides a transparent and unalterable audit trail of all
transactions, facilitated by technologies like Ethereum,
which supports public verification of smart contract
code and transactions, fostering an environment of trust
and security [13].

a. Challenges and Limitations within Blockchain
Ecosystems

Addressing Blockchain Scalability: The transition of
Ethereum to PoS and the exploration of Layer 2 scaling
solutions highlight the ongoing efforts to address
blockchain scalability issues, which are crucial for the
widespread adoption of smart contracts.

Security and Regulatory Hurdles: The notable security
incidents on platforms like Ethereum, including the
DAO hack, underscore the critical need for robust
security practices, including comprehensive audits
and the adoption of best practices in smart contract
development.

b. Future Directions Leveraging Blockchain

Cross-Chain  and Privacy Enhancements: The
development of cross-chain technology and privacy
solutions like zero-knowledge proofs, particularly
in ecosystems like Ethereum, are poised to address
interoperability and privacy concerns, expanding the
potential applications of smart contracts [14].

Blockchain's Role in Regulatory Compliance: Ongoing
efforts to develop regulatory and legal frameworks
accommodating blockchain technologies and smart
contracts, as evidenced by the evolution of platforms
like Ethereum, NEM, and Hyperledger Fabric, aim to
reduce uncertainties and foster broader adoption.

The mind map on the global adoption of smart
contracts in electronic systems based on blockchain
technologies highlights a clear trend towards the
integration of this innovation across various sectors
and countries (Figure 4). Starting from early adopters
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like the USA and Estonia, which began experimenting
with blockchain and smart contracts in 2020 and 2021
for banking transactions and national health records,
respectively, to more recent applications in countries

USA —<

Estonia —<
Japan —<

Application of Smart Contracts in
Electronic Systems Based on

Blockchain Technologies China

Australia

Kazakhstan

like China and Australia in public services and smart
city projects, the trajectory of smart contracts is
evidently upward.

2020: First major banks begin experimenting with
blockchain for transactions

2022: Widespread adoption in financial sectors for
automated contracts

2021: Implementation of blockchain in national health
records

2024: Digital identity verification using blockchain and
smart contracts

2021: Pilot projects in supply chain management

2022: Adoption in real estate for secure and transparent
transactions

2020: Smart contracts used in public services for
efficiency

2023: Major e-commerce platforms integrate blockchain
for customer trust

2019: Pilot project for renewable energy trading using
smart contracts

2022: Full-scale implementation of renewable energy
trading using smart contracts

2021: Formation of Kazakhstan Association of Blockchain
Technologies (KABT)

2023: Pilot projects in digital voting systems using
blockchain

2024: Implementation of smart contracts in public
procurement to enhance transparency and efficiency

Fig. 5 - Global Adoption of Smart Contracts

Figure 5 illustrates the utilization of smart contracts
and it has expanded beyond financial transactions to
include sectors such as digital identity verification,
supply chain management, real estate, public services,
e-commerce, and renewable energy trading. This
diverse application range underscores the flexibility,
security, and efficiency benefits that smart contracts,
powered by blockchain technology, offer. The
evolution and adoption of smart contracts over the
years across different countries signify a substantial
shift towards more transparent, efficient, and secure
electronic systems in various industries [15]. This
technology not only promises to streamline operations
and reduce costs but also enhances trust and reliability
in digital transactions, marking a significant step
forward in the digital transformation of global
industries.

Kazakhstan has emerged as a significant player
in the global blockchain landscape, especially in
cryptocurrency mining and the adoption of blockchain
technologies. Following China's crackdown on

cryptocurrency mining, Kazakhstan quickly became
one of the top three countries in the world for bitcoin
mining, accounting for approximately 18% of the
global bitcoin hashrate by 2021. This rapid growth was
fueled by the country's low electricity prices, which
attracted many mining operations. However, the influx
of mining activities also brought challenges, such as
power outages and the need for regulatory measures to
manage energy consumption [16].

In response to these challenges, Kazakhstan
developed a comprehensive legal framework to
regulate digital assets and mining activities. The "Law
on Digital Assets,” enacted in February 2023, provides
clear guidelines for licensing, taxation, and operation
of digital mining and digital asset exchanges. This
legislation aims to ensure transparency and compliance,
mitigating the risks associated with unregulated mining
activities. It also introduces measures to curb illegal
mining and mandates transparent reporting and taxation
of digital mining activities. This proactive regulatory
approach positions Kazakhstan as a forward-thinking

166



player in the global blockchain industry [17].

Kazakhstan's exploration of blockchain technology
extends beyond cryptocurrency mining. The country
has initiated pilot projects to implement blockchain-
based voting systems, aiming to create an immutable
and verifiable ledger of votes. This initiative is part of
a broader effort to increase public trust in the electoral
process and reduce the risk of fraud. These projects
align with the ”Digital Kazakhstan” state program,
which seeks to leverage technology to improve various
sectors, including governance and public services.

To support the growing blockchain industry,
Kazakhstan has launched extensive educational
programs in collaboration with Binance Academy.
These initiatives aim to train over 40,000 blockchain
specialists by 2024, providing comprehensive
education on blockchain engineering and compliance.
This focus on education underscores Kazakhstan's

Conclusion. The exploration of smart contracts
within blockchain technology reveals a significant
potential to revolutionize not only financial transactions
but also critical societal functions such as the electoral
process. This article highlights how smart contracts
can automate and secure transactions with unparalleled
efficiency, transparency, and trust. Specifically, in the
context of electoral systems, smart contracts offer a
transformative approach to ensure secure, tamper-
proof voting mechanisms, enhancing the integrity
and reliability of democratic elections. However,
the journey towards integrating smart contracts
into electoral processes faces challenges, including
scalability, regulatory compliance, and technical
complexities. Despite these hurdles, the potential
for smart contracts to streamline electoral systems
and reinforce democratic values through improved
security and transparency is immense. As blockchain

technology continues to evolve, its application in
electoral processes promises to usher in a new era
of digital democracy, marked by enhanced electoral
integrity and public trust.

commitment to building a robust human capital
base to drive innovation and adoption of blockchain
technologies.
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