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CYBER TECHNOLOGIES IN MODERN INTERNATIONAL CONFLICTS AND
METHODS OF ENSURING CYBERSECURITY

R.LVekilov!", B.T.Baiserkeeva?,
I Armed Forces of the Republic of Azerbaijan, Baku, Azerbaijan,
2Academy of Civil Aviation, Almaty, Kazakhstan,

e-mail: rasimvekilov757 @gmail.com

The article examines the problems of cybersecurity of the state. As you know, the number and scale of
international conflicts have increased recently. The methods of conducting armed conflicts have also changed.
More and more people began to move from conventional military clashes to information wars and cyber wars.
Over time, technological progress has led to the emergence of new arenas for conflicts between countries and
factions. Cyberwar has become one of these arenas, where the main weapons are not missiles and submachine
guns, but computer codes and supercomputers. This article reveals the role of cyber technologies in modern
international conflicts and presents what threats and opportunities they provide on the battlefield.

Keywords: cyberattacks, cybersecurity, cyberwarfare, codes, threats, digital technologies, information flows,
disinformation.

KUBEPTEXHOJIOI'MU B COBPEMEHHBIX MEK/IYHAPOJHBIX
KOH®JIMKTAX 1 METO/Ibl OBECIIEYEHU A KUBEPBE3OITACHOCTHA
P.1 Bexmios!*, B.T.Baiicepkeepa?,
BC Pecriyonuku AzepOaiinxkan, r. baky, AzepOaiiaxaH,
AkaneMuu rpaxkJIaHCKOU aBualuu, r. AimMatsl, Kazaxcras,

e-mail: rasimvekilov757 @gmail.com

B cratbe uccnenytorcs npoonemsl KubepOezonacHocTu rocyfapersa. Kak u3BectHo B nocieHee BpeMs yBemu-
YUJIOCh KOJIMYECTBO U MACIITAObl MEXKIYHAPOOHBIX KOH(MIHUKTOB. Takxke W3MEHUIMCh U METO/IB! BEICHHsI BOOPY-
JKEHHBIX KOH(MIMKTOB. OT OOBIYHBIX BOCHHBIX CTOJIKHOBEHMIA BCE OOJIbIIE CTAJIM NEPEXOAUTh K MH(OPMALIMOHHBIM
BoWiHaM u kuOepBoiHaMm. C TeueHHeM BPeMeHH, TeXHOJIOTMYECKUI MPOrpecc MPHUBEI K MOSIBICHUI0 HOBBIX apeH
JUTs1 KOH(DIMKTOB MEX/Iy CTPaHaMH U rpynnupoBkamu. OIHON U3 TaKKX apeH cTaja KHOepBOWHA, Ie OCHOBHBIMU
OpYAMSIMH CTaJIM HE PaKeThl U aBTOMAThl, 2 KOMITBIOTEPHbIE KOZIBl U CYIIEPKOMIIBIOTEphl. B 3TOM cTaThe packpsl-
BAIOTCS POJIb KUOSPTEXHOJIOTUIA B COBPEMEHHBIX MEX/IyHAPOIHBIX KOH(IMKTAX U MPEICTABIICHBI KAKUEe YIrPO3bl U
BO3MOKHOCTH OHH TIPEIOCTABIISIIOT HA TIOJIe BOWHBI.

KuroueBble ciaoBa: kuOeparaku, Ku6epOe30acHOCTh, KHOEPBOMHbI, KOBI, YTPO3bl, LIH(POBbIE TEXHOJIOTHH,
MH(DOPMALMOHHbIE MTOTOKH, 1e3UH(OPMALHSL.

KA3IPI'T XAJIBIK APAJIBIK. KAKTBIFBICTAPJATBI KUBEPTEXHOJIOTHS
JKOHE KUBEPKAVITICI3IIKTI KAMTAMACBI3 ETY 9/IICTEPI

P.1.Bexnnos!”, Baiicepkeesa B.T2,
Izipbaitkan Pecrryommkacer Kapymsl Kymrepi, baky, 93ipbaitxaH,
A3amaTThIK aBUalUs akaaeMusichl, Anmarel, KasakcraH,

e-mail: rasimvekilov757 @gmail.com

Makamama MeMJIeKeTTiH KHOepKayilCi3Iik Macenenepi KapacThpbUIafbl. O3epiHi3 OueTiHael, COHFBI Ke3-
JepiH/ie XaIbIKApabIK KAKTHIFBICTAPIBIH CAHbI MEH ayKbIMbI apTThl. Kapysibl KaKTHIFBICTAPIBI KYPri3y ojticTepi ae
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esrepmi. Komimri ockepy KakThIFbICTApIaH GACTall aKITapaTTHIK, COFBICTAP MEH KHOEP COFBICTApFa KOy GacTaslpl.
VakpIT oTe KeJie, TEXHOIOTHSUIBIK, TPOrpece eiep MEH TOMTap apachIHAaFbl KAKTHIFHICTAPIBIH KaHa apeHatapbiHa
okenni. OcpiHIal apeHanapabH Oipi KuOep COFbIc OOJJIBI, OH/IA Herisri 3eHOipeKTep 3bIMbIpaHIap MEH aBTOMAT-
Tap eMec, KOMIIBIOTEPITIK KOATAp MEH CylepKoMIIboTepiiep 0oibl. Byl Makaana Kas3ipri 3aMaHFbl XaJIbIKapaJiblk,
KAKTBIFBICTAPIAFbl KHOEPTEXHOIOTUSTHBIH, POJII AllIbLIA/IBI KOHE OJIap COFBIC aaHbIHIA KaHal KayinTep MeH MyM-

KiHIIKTepi YChIHAMIBL.

Tyiiin ce3aep: kubepmadysuiaap, KuOepKayirncisuik, Kuoepiadybsuiaap, Koarap, Kayinrep, Iu@pIIbK TeXHO-

JIorusijiap, aknaparThlK arbIHAAP, KaJlFaH aKIapar.

Introduction. Information and cyber wars have
become iconic phenomena of the 21st century,
when conflicts between states and organizations are
increasingly moving into the digital sphere. To
understand their significance for the world community
and possible consequences, it is necessary to delve
more deeply and methodically into the essence of these
concepts, to study their basic principles on which they
are based. Information warfare refers to conflicts where
the key tools are the control of information flows,
the spread of disinformation and propaganda. It is
carried out with different goals, both geopolitical and
ideological, as well as economic. The main influence
of information wars is on the mass consciousness, their
task is to form public opinion and incline sympathies
towards one or another participant in the conflict.

Materials and methods. Cyber wars use computer
technology and networks to conduct military
operations. Targeted cyber attacks can target critical
infrastructure, communications networks, control
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systems, defense structures and other key enemy
facilities. Cyber warfare operations can include
espionage, hacking, destabilization of computer
systems, and distribution of unwanted software. Cyber
wars are often also aimed at creating chaos and panic
among the enemy's population or disrupting the vital
activity of the country [1].

Consequences of information and cyber wars:

1. Destabilization of countries and regions:
information and cyber wars can lead to serious
economic and political crises, often accompanied by
mass riots.

2. Increasing tension between states: cyber attacks
and interference in the affairs of other countries can
worsen international relations and provoke unforeseen
conflicts.

3. Social and information divide: information and
cyber wars can incite hostility and interfaith tension
between population groups, slowing down the processes
of integration and conflict resolution.

2016 2017 2018 2019

Figure 1 - Cyberattack Growth Chart
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Information and cyber wars are important
components of modern conflicts, posing a significant
threat to peace and stability [2]. They require
constant development of defense and counterattack
strategies and demonstrate the need for cooperation
and coordinated efforts between States in the fight
against this new type of hybrid warfare (Fig.1).

Cyber Espionage and hacking of systems

In the context of increasing dependence on digital
technologies and Internet connections, cyber espionage
and hacking of computer systems have become integral
components of modern geopolitical conflicts.

The role of cyber espionage and system hacking in
modern conflicts:

1. Intelligence gathering: Cyber espionage allows

states and organizations to gain access to classified
information of adversaries, such as plans and strategies,
data on new technologies or defense resources. This
gives a strategic advantage and the opportunity to
anticipate and prevent the actions of opponents.

2. Destabilization of infrastructure: hacking of
computer systems and infrastructure can leave the
enemy without communication, control over key
facilities and access to important data. Such attacks can
significantly weaken the enemy's defensive capabilities
and create suitable conditions for an offensive [3].

3. Psychological warfare: cyberattacks can cause
panic and chaos among the enemy's population,
weakening their internal stability and morale. In
addition, cyber espionage can help identify enemy
vulnerabilities for psychological aggression (Fig. 2).
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Figure 2 - Diagram of the increase in the number of cyber espionage cases

Discussion of the results. Methods of cyber
espionage and hacking of systems:

1. Phishing: one of the most common methods of
cyber espionage, in which attackers pose as trusted
sources and use social engineering approaches to gain
access to personal data, passwords and other important
information.

2. Malware: Spies use various types of malware that
can steal data, track user activity, hack into systems or
block access to them.

3. Vulnerability scanning: Attackers constantly
analyze and search for vulnerabilities in enemy systems.
They use the vulnerabilities found to infiltrate and
attack computer and communication networks.

4. Using insiders: spies can recruit people from inside
an organization or state to transfer information or give
access to systems.

5. Attacks on databases and servers: hackers can gain
access to databases and servers, as well as disrupt their
operation, steal data or distort information.

Cyber espionage and hacking have become integral
elements of modern conflicts and pose a serious
security threat. Success in these wars requires States
and organizations to pay close attention to the
development of cybersecurity strategies and tactics [4].
Only an integrated approach to digital security can give
hope for strengthening defense and achieving success
in the fight against cyber espionage and hacking of
systems (Fig.3).
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Figure 3 - Block diagram of the phishing method

In modern cyber conflicts, attacks on critical
infrastructure occupy a special place, since such
facilities are considered vital for the functioning of
States and their economies. Let's consider the goals,
methods and consequences of attacks on critical
infrastructure in cyberwarfare [5]. Targets of attacks
on critical infrastructure:

1. Weakening of the enemy's defensive capabilities:
attacks on critical infrastructure can disrupt important
defensive systems, resulting in the vulnerability of the
enemy to possible threats.

2. Infrastructural and economic chaos: attacks on
critical facilities can cause significant problems in
the operation of transport systems, electricity, water
supply, communications and other services, which
will lead to serious economic damage and loss of
manageability.

3. Psychological impact: attacks on critical
infrastructure create an atmosphere of fear, panic
and hopelessness among the population and increase
internal political tensions between different groups of
society.

Methods of attacks on critical infrastructure:

1. Hacking and access to remote management:
Attackers can exploit vulnerabilities in the management
and control systems of critical infrastructure to gain
access to the management of these objects by hacking.

2. Malicious software: the use of various types

of malware to disrupt systems, steal data, introduce
deletions and trigger accidents.

3. Denial of Service (DoS) and distributed denial
of service (DDoS) attacks: overloading objects and
their communication systems or computer networks to
ensure their temporary or long-term inoperable state.

4. Physical actions: acts of sabotage, penetration and
sabotage in the territory of critical infrastructure, in an
attempt to disrupt their functioning.

The consequences of
infrastructure

attacks on critical

1. Destruction of key facilities: Attacks can result in
the destruction or serious damage to the enemy's most
important facilities.

2. Economic losses: attacks can result in significant
economic damage, as well as temporary or prolonged
shutdown of vital systems.

3. The possibility of conflict escalation: provocative
actions in cyberspace can provoke an escalation of
political and military conflicts, even to the level of
armed clashes [6].

The consequences of attacks on critical infrastructure.
Attacks on critical infrastructure are one of the key
aspects of modern cyber conflicts and require careful
study and development of strategies to counter them.
To reduce the risk of such attacks, it is necessary
to develop cybersecurity systems, raise the level of
culture and awareness of cyber threats, as well as
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improve the domestic and international legislative and
legal framework to deter and prevent attacks on critical
infrastructure.

Mathematical substantiation of the methodology for
monitoring the level of information security. The Pareto
Principle is used to compare different techniques.
“Pareto optimality” is as follows: the state of the
system in which none of the estimated indicators can
be improved without deterioration of another indicator
[3]. From the point of view of controlling the level
of information security, Pareto optimality can be
applied to assess the trade-offs between the costs and
benefits of various security measures. For example,
more extensive implementation of security measures
can increase the level of protection, but also increase
the cost of operation.

The optimal solution will be one that provides a given
acceptable level of security at a reasonable lowest cost.
Pareto optimality can be used to determine the optimal
balance between safety and economic efficiency in a

ClY)=f(CX) ={yeY |y=fz)forz e CX)}

A multi-criteria task (multi-criteria optimization task
- MKO) is called a selection task that includes a set
of acceptable values of X and a vector criterion f, or
the MKO task consists in finding a set of selectable
solutions With(X), such that With(X)cX taking into
account the preference ratio x based on a given
vector criterion f, set in accordance with the goals
(preferences) of the decision-maker. It is known that
a solution x*€X is called Pareto optimal (or Pareto-
optimal) if there is no such possible solution xeX for
which the inequality f(x) = f(x*) holds.

Cyber operations of military specialists are a set
of strategic, tactical and technical measures aimed
at using information and digital technologies to
ensure national security, conduct intelligence and

given situation. Let's define a set of numerical functions
f1, f2... fm, m > 2 defined on the set of possible
solutions X as optimality criteria (objective functions).
The vector f = (f1, f2, ..., fm) is called a vector criterion
that takes values in the m-dimensional space Rm - the
space of estimates.

The vector estimate of a possible solution xeX for
the vector criterion f is determined by (1):

f(@) = (fU=), f2(2), ... fm(z))Rm (1)
All possible vector estimates form a set of possible
estimates (2):

Y = f(@) = {y € Rm | y = f(x) forz € X} ()

All possible selectable estimates form a set of
selectable vectors (estimates) (3):

3

counterintelligence, protect cyberspace and influence
enemy communication systems.

Conclusions. Cyberwar has long ceased to be a
fantasy scenario and has become a reality. Today,
it plays a key role in modern conflicts and poses
new challenges and tasks to the armies of the world.
States are striving to adapt to the new threat and
are actively developing new tactics, strategies and
defense measures to combat cyberwarfare. The future
of warfare will certainly be linked to the development
of cyber technologies, and only those who are perfectly
equipped and armed with new knowledge and skills will
be able to guarantee the successful execution of their
defensive and offensive operations.
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